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Abstract—To address the prominent issues of disconnection between theory and practice, as well as the weak cultivation
of offensive and defensive capabilities in cybersecurity course series teaching, this paper systematically analyzes the
structural limitations of traditional teaching models in cultivating application-oriented talents, and proposes a reform
paradigm of industry-education integration and competition-course combination for cybersecurity course series. Guided
by cutting-edge technologies and oriented toward practical combat capabilities, this paradigm deeply integrates
authentic industrial project resources, and organically embeds scientific research innovation training, disciplinary
competitions, and project-based internships into the entire teaching cycle. It constructs a full-link talent cultivation
framework to promote the collaborative evolution of students' knowledge construction, capability generation, and

quality development. This paper provides a reusable practical pathway for cultivating cybersecurity talents.
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