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Abstract—To address the problems of abstract theory, fragmented experiments, delayed learning feedback, and
insufficient linkage with competition training in the Modern Cryptography course, this paper proposes a reform
framework integrating Al-assisted cognition, competition-driven practice, and data-based closed-loop evaluation and
improvement. By reconstructing course objectives and content, Al-assisted learning, cryptographic algorithm
implementation, adapted CTF tasks, compliance cases, and process-based assessment are incorporated throughout the
teaching process. Student online learning behavior data are further used to build a BiLSTM-based three-class
performance prediction model to support learning diagnosis and instructional intervention. Test results show that, on
3,115 samples, the model achieves an accuracy of 0.62 and a weighted F1-score of 0.62, while the recall for the Fail class
reaches 0.78, enabling effective identification of students with learning difficulties. The proposed approach links course
objectives, practical tasks, and learning data, providing a data-driven basis and an implementation path for targeted
intervention, continuous course improvement, and the cultivation of students' competencies in cryptographic
understanding, engineering implementation, security analysis, and compliance responsibility.
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