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Abstract: The practical teaching based on virtual-real integrated shooting ranges for cybersecurity majors has
prominent deficiencies: static and unchangeable training scenarios, monotonous teaching methods, isolated data
between virtual and physical training environments, vague assessment criteria, and training content disconnected
from real industrial attack-defense scenarios. Centered on security large models, this study constructs a four-layer
intelligent enabling framework and develops an integrated practical teaching solution covering dynamic scenario
generation, multi-agent confrontation, differentiated tiered teaching, and full-process intelligent review.Based on
Outcome-Based Education (OBE), constructivism and tiered teaching theories, the research restructures modular
curricula and builds a cloud-native virtual-real interactive training platform. It integrates the strategy of building a
powerful cyberspace nation into curriculum ideological and political education to form a closed-loop talent
cultivation system of "learning-training-competition-evaluation-innovation". A one-semester controlled teaching
experiment was carried out on two parallel classes with identical foundational levels. Independent sample t-test
results show that the average practical score of students in the reformed classes increased by 13.07 points, while the
failure rate dropped by 17.32%. The number of participants and winners in CTF competitions rose sharply, alongside
higher rates of industrial security certification and better employer feedback. Students also demonstrated stronger
initiative to explore cutting-edge technologies independently. This reform transforms conventional question-bank-
based training into an adaptive combat-oriented talent training mode, offering a replicable implementation paradigm
for practical teaching of similar majors. Finally, ideas for platform iterative optimization are proposed combined
with digital twin, federated learning and security governance technologies for large models.

Keywords: Security Large Model; Virtual-Physical Cyber Range; Cybersecurity; Teaching Reform; Full-Process
Evaluation.
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