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Matrix Structured and Lego Modular Integrated Teaching Reform
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Abstract—Aiming at the teaching problems existing in the course of Analysis and Design of Cryptographic Protocols,
such as fragmented knowledge, insufficient intelligent support, and inadequate integration of national cryptographic
standards, this paper proposes a teaching reform model that deeply integrates matrix-based structuring and LEGO-style
modularization. A two-dimensional teaching matrix is constructed with protocol types as the horizontal axis and
difficulty levels as the vertical axis, and teaching units are encapsulated into standardized knowledge modules that can
be flexibly combined, with three types of implementation paths adapted to different learning situations designed. Relying
on intelligent tutoring, knowledge graphs and path customization, the digitalization and personalization of teaching are
realized, a closed-loop teaching system of "pre-class diagnosis — in-class training — after-class evaluation" is established,
and national cryptographic standards and curriculum ideological and political education are deeply integrated. Teaching
practice shows that this model effectively improves students' systematic thinking, practical attack and defense
capabilities, and innovative awareness, and can provide a promotable path for the reform of cryptography and network
security-related courses.

Keywords—Analysis and Design of Cryptographic Protocols, Matrix Structured, Lego Modular, national cryptographic
algorithms, Al intelligence integration
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