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Abstract—To address the problems of single-point failure, limited cross-region data collection, and delayed alert
response in traditional monitoring platforms, a distributed monitoring system based on Zabbix is designed and
implemented. The system uses Keepalived to build a high-availability architecture for primary and backup Zabbix
Servers, adopts MariaDB master-slave replication for data synchronization and redundancy, and deploys Zabbix
Proxy nodes for distributed data collection and cached reporting. In addition, DingTalk alert notification and Grafana
visualization are integrated to improve monitoring efficiency. Test results show that the system can maintain
continuous monitoring service during primary node failure and achieve stable data collection, centralized management,
and intuitive display. The proposed scheme effectively improves the reliability, scalability, and operation efficiency of

the monitoring platform.
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2.2 Zabbix Proxy 53R ENH
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4, ATACEAEANEDY S X d, 7 DT A R AR A7
BEYE, Bg— EEF L Server. 7E BB X
WS, TR R BN B O
Server, 7% FEH LA SAEGL G, IR PIL%
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F77 A, ARSI 5] N Keepalived 4% 3 % = 7] H
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RGBIREAT T REMMASR R b, G—HEE
CentOS 7 x86_64 V-5, ~FEIIE 6 GO0 A
TG R FHEEAS TP 3T M4 . 192.168.164.233 1E
N Zabbix Server /K# Web Alifii4s: % Zabbix
Server A 192.168.164.236; P &5 it 55 #5111 Keepalived
LR EALIP 192.168.164.110, XFAMRGELG— 1 N .

BEEZ KM MariaDB = M ZEH, T EHE N
192.168.164.234, MEHIEA 192.168.164.210, HF
W4 TC B AR 55 D s B R R AR S LR A
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Zabbix Proxy 7 s, 15T % X Ik s 4% B0 1 AR Hh R AR
AT EHER

42 Zabbix RSB ESHIBEIRE

NPT B0 IRFHIFRE BT, AR5
A% T Zabbix Server 55 MariaDB #¥g J%E [ il 30 &
Zabbix Server 137 i EEHE . A5 E T,
MariaDB 71 57 I 4510 B 25008 F1 7 50 M 45 50000 i A7 4
T 58 Zabbix FATIRACE « B FE 2RI Ia 1 LA
Server ¥iEUHE FEiERENCE, NS m ] V1B A
2 E NS HlR RS AT AR

(1) Zabbix Server AIEE FE &8 LU T

%% Zabbix B 77 Yum JERIFHCLH A

# yum install -y

https://repo.zabbix.com/zabbix/5.0/rhel/7/x86 64/za
bbix-release-5.0-1.el7.noarch.rpm

# yum -y install zabbix-server-mysql zabbix-agent
zabbix-get zabbix-sender

@ il Pz 50k

#m 4R IR A

vim /etc/yum.repos.d/mariadb.repo

[mariadb]

name = MariaDB

baseurl =
https://mirrors.ustc.edu.cn/mariadb/yum/10.6/centos7-am
de4

gpgkey=nhttps://mirrors.ustc.edu.cn/mariadb/yum/RP
M-GPG-KEY-MariaDB

gpgcheck=1

# 22%% mariadb

yum install MariaDB-server MariaDB-client

# B B A

vim /etc/my.cnf.d/server.cnf

[mysqld]

skip name_resolve = ON

innodb_file per table = ON

innodb_buffer pool size =256M

max_connections = 2000

log-bin = master-log

# JA BhEE

systemctl start mariadb

# N AT BRI AR 1L, QI Zabbix i
PRSP

mysql

MariaDB [(none)]> create database zabbix character
set utf8 collate utf8_bin;

MariaDB [(none)]> grant all on zabbix.* to
'zabbix'@'%' identified by 'keer’;

MariaDB [(none)]> flush privileges;
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R I

zcat
/usr/share/doc/zabbix-server-mysql-5.0.47/create.sql.gz |
mysql -uzabbix -pkeer -h 192.168.164.234 zabbix

@TEM T Zabbix Server 17 pifiL & M55 umiZ 4L,
ffH S —iEH#: 2 MariaDB F .

#3511 UK SourcelP U4 192.168.164.236, H:
ARIREF—2K

vim /etc/zabbix/zabbix_server.conf

ListenPort=10051

SourcelP=192.168.164.233

DBHost=192.168.164.234

DBName=zabbix

DBUser=zabbix

DBPassword=keer

DBPort=3306

#IT ) M 55

systemctl start zabbix-server.service zabbix-agent

@7E zabbix-server ¥ifit & web GUI

vim /etc/yum.repos.d/zabbix.repo

[zabbix-frontend] # H4 XA 1% BN G 3

enabled=1

yum install centos-release-scl

yum install
zabbix-nginx-conf-scl

vim /etc/opt/rh/rh-nginx116/nginx/nginx.conf

#REHCE SO Y server BB BRBE U HE server{}

server {

zabbix-web-mysql-scl

Y # MR

# ABSUH A X

vim /etc/opt/rh/rh-php72/php-fpm.d/zabbix.conf

listen.acl users = apache,nginx

php_value[date.timezone] = Asia/Shanghai

® TEWI 4R A E By B, WIE R T A M Ak
http://192.168.164.233/3f N &3 7] T, #IEFERIEALL
P PESERAR B LK (BRA Admin/zabbix)
LR TE A % Zabbix B, HEN “BCE—~ TN,
P 0 S I A% AR AR o

43 SRS HAEE

AR H P & Zabbix Server #id Keepalived
BN IP 192.168.164.110, XFAMRAESE—i7 A
H: ¥ EREFXHH MariaDB £ M 4iH, H
192.168.164.234 ~NFJE, 192.168.164.210 NMJE, H
TR FEP SRS FNSENG
Proxy i i 192.168.164.235 1 192.168.164.237, 1
TANE XS B AR . B 5Kk L2
RAQBCAE L1 AU W I e RS U4, TE50 E 2
SEBUEHEFIE, $RTFE MRS T I S AR
etk

(1) Keepalived = n] L E SCHUP IR IR

@ fEM & Zabbix Server i H#kE Keepalived.
#{EW & zabbix-server |
yum -y install ipvsadm keepalived
@ WA RIS H B E &Y, FEFEELL 1P
Hidik Ay 192.168.164.110/24.
#ow T BT
vim /etc/keepalived/keepalived.conf
vrrp_instance VI 1 {
state MASTER
interface ens33
virtual router id 51
priority 200 # AU E R 100
advert_int 1
authentication {
auth _type PASS
auth pass 1111

#% Pl L2y BACKUP

virtual ipaddress {
192.168.164.110/24
}

}

® FEHJE A 3 Keepalived fIf %5

systemctl enable keepalived

systemctl start keepalived

(2) B FENEHILBUE IS

O FFEFE i HEIH R EME— server-id, M
FEBCBEMST ) server-id 594k H ESH.

# TS HURD)

vim /etc/my.cnf.d/server.cnf

[mysqld]

server-id=1

log-bin=master-log

# MRS HOR B

vim /etc/my.cnf.d/server.cnf

[mysqld]

server-id=2

relay-log=relay-log

@ FELFEQIEEHIK ", FEMNEESRE T Pl
SR PR EHEA A, #LENFEE KR,

# EPFEQIEEHIH

mysql

grant replication slave on *.* to 'repl'@'%' identified
by repl123';

flush privileges;

show master status;

# MEEFR E T I 5 B

change master to

master _host='192.168.164.234',

master_user="repl’,

master_password="repl123',

master log_file="'master-log.xxx/,

master _log pos=xxx;

start slave;

show slave status\G
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(3> A RAE B P RaT

O fEWE Proxy Tl 73 Zabbix Proxy 5
A MariaDB.

yum install -y

https://repo.zabbix.com/zabbix/5.0/rhel/7/x86_64/za
bbix-release-5.0-1.el7.noarch.rpm

yum install -y zabbix-proxy-mysql MariaDB-server
MariaDB-client

# JA s

systemctl restart mariadb

@ 73l G AP HE

# B8 Proxy TACRHMIE LR EZSES
WIGEAL, TR B e 4 AT b R B St AR

mysql

create database zabbix proxy character set utf8
collate utf8 bin;

grant all on zabbix proxy.* to
identified by 'zabbixproxy';

flush privileges;

# P NARHEE PE R4

zcat
/ustr/share/doc/zabbix-proxy-mysql-5.0.47/schema.sql.gz
| mysql -uzabbix -pzabbixproxy -h 192.168.164.235
zabbix_proxy

@ Ymt Proxy BCLE L E NEANHEA, A
L. IP 5y Zabbix Server JH{E .

vim /etc/zabbix/zabbix_proxy.conf

ProxyMode=0

Server=192.168.164.110

#5 Zabbix FivmH AR Proxy &FRXTMN

Hostname=proxy

S IVEN R A EE AR U,

DBHost=192.168.164.235

DBName=zabbix_proxy

DBUser=zabbix

DBPassword=zabbixproxy

#)7 5] proxy 1 EE

systemctl start zabbix-proxy

systemctl enable zabbix-proxy

4.4 BI|ERESLIEERERSY]

AREHLSER T Zabbix Agent #8385 EHIEAN. B
B B DL S B FH IS 4 TEC & -« DA Zabbix Agent /E N
BURSEAA, PRI L RS CPUL NAE . HESE
W 28 S SRR R IR TR bR, FRIE AR AT B R FE T
J& Nginx. PHP-FPM %55 H 2836 RERE 1. &
WLk 508 _E 2 .0 Zabbix Server BiXTB. Proxy
TR, H Server Gt T8 AR AR BE | IR HI WA sk
BAENPE, TE R8I I i 5 R AR S A F R

(D) RS B S UE IR IT

O TEE IR L %3E Zabbix Agent, AL E M

ek,

yum install -y zabbix-agent zabbix-sender

zabbix@'%'

# 1B Agent FCE AT
vim /etc/zabbix/zabbix agentd.conf
Server=192.168.164.233,192.168.164.236,192.168.
164.110
ServerActive=192.168.164.110:10051
Hostname=mariadb
# AN[E] EHUIZSEBR I B B X . Hostname
# JAshIFRENLE A
systemctl start zabbix-agent
systemctl enable zabbix-agent
@ 7£ Zabbix Web H i I EHL I ICHK i 4545
B, SEBUEA R AR EOE B AREE . fERT “TE —~F
L7 Fal g B ENLIES, S Agent #2 O HibEFF ¢
X Template OS Linux S5 FEANEAR G, RER1AT H 3%
£ CPU. WAF. Wit WS4 bR, BMRILELE
77 EEHE Il D B I I TAE R, $Emindsxt
R NRCR AN B —
@ &XF MRS AL E I, ¥R EE R & T
o FEHEANTFIEINIE 2 A, RGP X Nginx.
MySQL. PHP-FPM %5 AR &3 T I 4E . 0T W
MR%5, W EIEKCEL Zabbix N BB X T4 A 5CHR
b, WAL I8 H 2 28080 E E ORA T X e s 4 00,
fi Agent REf% 14 50E i IR A SE IR E 1) 3 F 18 A7 4L
£
45 EHESAMLERII
A TR ERTE Zabbix H 7 15 Z AL ) At
Fu BINETETHENLES AT BB AN S, it 5%
ARG # s AL SR FE WA SDIRES S
5 RS HER SIS EN 01 RN, E TR T T BIN
Grafana, 81 Zabbix s 2 S e 50dE 1
G,
(1) HE 5B SCIUP B
O FEATET A& 2R E E XL N, 3RE
Webhook ik 2 In4s#%4H: BEJSTE Zabbix 55 #%
/ust/lib/zabbix/alertscripts/ H X F4%'E dingding.py &
BRHA , @ E Zabbix £ N R ESH, HRETETHL
MNERAERZES, L Markdown ¥ B 4% i i
HTTP POST J7 =R % BIETET B, SOk 5% 215 5
1 E BIHERE,  [FIBE R GE S, 5 N AH H &S
import
requests,json,sys,time,hmac,hashlib,base64,urllib.parse
def msg(user, content):
secret = 'SEC20602dd12fb89ec72a548deS5ac2
74€2159051a9f2ea88bccbdd29a51319d6e2'
timestamp = str(round(time.time() * 1000))
secret_enc = secret.encode('utf-8')
string_to_sign = '{}\n{}'.format(timestamp,
secret)
string_to_sign enc = string to_sign.encode
('utf-8")
hmac_code = hmac.new(secret _enc, string to
_sign_enc, digestmod=hashlib.sha256).digest()
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sign = urllib.parse.quote plus(base64.b64enc
ode(hmac_code))
api_url = dingding url + "&timestamp={}&
sign={}".format(timestamp, sign)
headers = {'Content-Type'": 'application/json;
charset=utf-8'}
# AR BB ] A B A
if "5 25" in content and "X & " not in content:
title = "R 55 1 %, 15 PRALER"
elif "M & " in content:
title = "l PR
elif "B Hr" in content:
title = "HFRLAL BRAT BB
else:
title = " A L0
# 203 markdown 75 &
json_text= {
"msgtype": "markdown",
"markdown": {
"title": title,
"text": "@" + str(user) + "\n" +

str(content)
’
"atll: {
"atMobiles": [str(user)],
"isAtAll": False
}
H
r = requests.post(api_url, data=json.dumps

(json_text), headers=headers, timeout=10)
print("HTTP:", r.status_code)
print("RESP:", r.text)
try:

j=r.json()
if j.get("errcode", -1) !=0:
sys.exit(1)
except Exception:
sys.exit(1)
if name ==' main_ "
sent to_user = sys.argv[1]
input_message = sys.argv|[2]
msg(sent_to_user, input_message)
@ G EERA H B0, IR A T AT

PR o

touch /var/log/zabbix/dingding.log

chown zabbix.zabbix /var/log/zabbix/dingding.log
chmod +x /usr/lib/zabbix/alertscripts/dingding.py

(3 fE Zabbix [l & B —~ LAY 7 g i “ £

ET7 GEARSRA, fE “JA” AE IR, A4

FRIZE A dingding.py, JFECE {ALERT.SENDTO}.

{ALERT.MESSAGE} “5Z%{, { Zabbix 7Lk &%

IS BEM R AL H A A o B N AL B 2 AR

@ 2 N PR INETET AR SR, JRAE “BeE —~

E” IR S ESESIRENE. Bl S 2 ik

SESRFIS, Zabbix 2x AN & ERA, FEHL 1P,
TEH, HERE, HEER. RN EDRE
SGNBFHELBETATRE: HMPRIKE R, RGESks:
ALK BRI

® % Grafana H5R IR EIRAE T

# fiL®E Grafana B 7 Yum J&

cat <<EOF > /etc/yum.repos.d/grafana.repo

[grafana]

name=grafana

baseurl=https://packages.grafana.com/oss/rpm

repo_gpgcheck=1

enabled=1

gpgcheck=1

gpgkey=https://packages.grafana.com/gpg.key

EOF

#i02& )5 3)) Grafana

yum install -y grafana

systemctl enable grafana-server && systemctl start
grafana-server

grafana-cli
alexanderzobnin-zabbix-app

systemctl restart grafana-server

©® 7f Grafana Web Hi¥i “Configuration— Data
Sources” FUNAN Zabbix FHEIR, Kz Db E N
http://192.168.164.233/api_jsonrpe.php, 715 2L
Zabbix K558, KD )ERIW] G SCGRE Rk
Tl BRI 3

4.6 FREMHRENKS o

(1) ] F s el ik

T RAERBAT R L 1P, @k A
Keepalived 55 BUARALL 3 45 e WL 7 2l 1 i e
o1 LI (8] A [ SR R AU, TP, A R LA 4.

[root@localhost ~]# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaulf
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP g
link/ether 00:0c:29:8f:96:55 brd ff:ff:ff:ff:ff:ff
inet 192.168.164.233/24 brd 192.168.164.255 scope global noprefixroute dynam
valid_lft 1057sec preferred_lft 1057sec
inet 192.168.164.110/24 scope global secondary ens33

plugins install

[root@zabbix-server-ha ~]# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP group de]
link/ether 00:50:56:26:5b:e4 brd ff:ff:ff:ff:ff.ff
inet 192.168.164.236/24 brd 192.168.164.255 scope global
valid_lft 1121sec preferred_lft 1121sec
inet 192.168.164.110/24 scope global secondary ens33

B 4 HREBRESE
(2) Hds e 32 R A BeiE
MEEHAT SHOW SLAVE STATUS\G J&, Z MR
AWK 5. Slave 10 Running 5 Slave SQL Running
BIH Yes, MPECHIIEN ENFHIFER, /O i
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5 SQL £f2iz171E%; [FIW Seconds Behind Master
900, VEHIEHT R AEIR AN, P AR i ik
i) 1 75 S £E A PE 58 I EL T

MariaDB [(none)]> SHOW SLAVE STATUS\G
................... KKK KKK
Slave_IO_State:

Master_Host: 192.168.164.234

Master_User: repl

Master Port: 3306

Connect_Retry: 60
Master_Log_File: master-log.000016

Read Master_Log_Pos: 34996265
Relay Log File: relay-log.000007
Relay Log_ Pos: 4
Relay Master Log File: master-log.000016
Slave IO Running: Yes

Slave SQL_Running: Yes
Replicate Do_DB: zabbix

5 MEET ROR7SE

(3) &5 mEMK

TEHE AP LIS ICMP Ping M #TUFHUT
iptables -1 INPUT -p icmp --icmp-type echo-request
-j DROP [HIWr ICMP [R5 R, ARALL LI 57
Yseo W R MR 2 PFJG, Zabbix BT A N A I
FEFGIS ) N 1) H AR F P A0 v S g, i 6 o,
YRGS ERERRISATIER, Ao St BIRES 1 A
iy 4 4

H & o

zabbix-robot & )

@5 [52] zabbixiEH
B mariadb ** EH1IP: 192.168.164.234
o HEH: database
o £5¥A78): 2026.01.04 01:47:02
o EEZR: High
o ER5: mariadb-master H#l (PingA<e]
ix)
o HEMAE: O

B ¢ SERMREE

(4) Grafana AJAAL R 7RI
W 7 s, Grafana #EFRZREUGE /RS Zabbix
A — B e A s HAGRE S C B R, H 245
brf@ s SR TE DI RESR T 185 ML, ESFEAR XY
Lo M

7 Grafana {{ &Rl

5 4£ERiE

AT RHT Zabbix Wit I T —E oM EnT
R4, it Zabbix Server £ &% . MariaDB
FME M Proxy 7 An 3R DL AT 5T 5 & M
Grafana AJRLAL, SCEL T G5 E T H H5iae
1217, LKW, ZRGRWIEEEE AT EE
FIZLERCR, o IR KRG @Rt S5,

2 % X
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