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Abstract—To address the bottlenecks of homogenized training content, one-sided effect evaluation, and weak model
generalization caused by data silos in traditional cybersecurity awareness training for large-scale and differentiated social
groups, this study innovatively proposes a “Three-Stage Four-Dimensional” socialized training model driven by Federated
Learning (FL), based on the security cognitive needs of different groups in the two strategic scenarios of “digital
transformation of old industrial bases” and “rural revitalization” in Jilin Province. The model constructs a three-stage
closed-loop process of “cognitive assessment - precise intervention - effect reinforcement” and conducts comprehensive
evaluation and intervention from four dimensions: “knowledge, skill, attitude, and behavior”. By designing and
implementing a prototype system, it is verified that the model can effectively aggregate locally trained data scattered across
different enterprises and villages to build a globally optimized personalized training model while protecting user data
privacy. Empirical analysis shows that compared with traditional methods, this model significantly improves training
content matching, user engagement, and long-term behavior change rate, providing an operable and scalable technical
path and practical solution for large-scale, cross-regional social cybersecurity literacy enhancement projects.

Keywords—Cybersecurity Awareness Training,Federated Learning,Personalized Learning, Old Industrial Base,Digital

Village,Educational Model Innovation
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