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Construction of Cybersecurity Teaching Experiment Platform
Based on LLM*

Haitao Xie** Guangchang Luo Jixin Zhang Jiangyi Du

School of Computer Science and Artificial Intelligence
Hubei University of Technology
Wuhan 430068, China

Abstract—With the continuous advancement of cyberattack technologies, cybersecurity education requires teaching
environments that closely resemble real-world scenarios. This study designs and implements a large model-based
cybersecurity teaching experiment system. By automatically generating normal and abnormal network traffic of varying
difficulty levels, combined with large model-assisted analysis and dynamic difficulty adjustment mechanisms, the system
creates a real-time feedback-driven traffic analysis environment. Through built-in dynamic difficulty adjustment
algorithms based on learners' performance metrics (e.g., accuracy rate and completion rate), the system dynamically
adapts challenge levels to provide personalized learning paths and appropriate challenges for learners at different
proficiency levels. Experimental results demonstrate that the platform effectively simulates diverse cyberattack scenarios,
delivers professional analytical feedback, significantly enhances teaching effectiveness, and offers a viable technical
solution for innovative cybersecurity practice education models.

Keywords—Cybersecurity Education, Traffic Analysis, Anomaly Detection, Large AI Models, Adaptive Learning
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