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Abstract—The campus network is a dedicated computer network for school teaching, research, operation and life
services. With the accelerating digital transformation of universities, remote teaching, inter-campus research
collaboration, and access to external resources have become commonplace. Traditional VPNs have security risks and
operate in a relatively complex manner. openEuler is a domestically developed high-performance operating system that
offers security, stability, and an open source ecosystem which provides a reliable foundation for campus network VPN
systems. When campus network VPNs face external attacks and internal threats, traditional solutions lack precise access
control and centralized operational capabilities, resulting in poor operational efficiency.To create a VPN system relying
on openEuler, establishing multi-campus data transmission through an SSL/TLS encrypted tunnel using OpenVPN is
essential. Implementing CA certificate mutual authentication and DH key exchange is crucial to prevent
man-in-the-middle attacks. Additionally, deploying JumpServer as a bastion host enables user permission classification
through its 4A management system, comprehensive operation log tracking, coupled with OpenVPN for dual security
protection. This system leverages openEuler's high-security kernel and Virtio-Net virtualization technology to achieve
seamless interconnection of resources across campuses while ensuring compliance with LDAP dynamic identity
verification and full-process auditing capabilities. Ultimately, this approach not only ensures compliance but also
optimizes encryption efficiency by reducing operational costs—thus creating an efficient and secure digital network
foundation for higher education institutions.
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AT R . openEuler24. 03LTS fRATE oeAware
Hheisde 5 A - Tune HEIAMR ARG S, SR
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. /build-—ca
Servery ekt
server. key

. /build-key-server server

. /build-key cllm

. /build-dh

2 Easy-rsa TEIFBHRINE
(3) Jumpserver RAIMISLIL
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WAV PKT, JERAAPITEAE, ETIE R AR
Fokaity, a0l 384 HRIES SR EEM A, %
HETIUE 2 K0 B W28 R IR 55 3/ e /7 S IE A5 17 3K PRIEE
B B R B A LUE BARRE, X AUT ke 78 4
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R B3 B0 IE 75 5K

EFSHIE LR AT
@O HEALAERCE

# service iptables stop //3%[HIBl Kk
# setenforce 0 // selinux 4%
M

(2 4% Fasy-rsa

fwget
https://gitcode.net/mirrors/Open VPN/easy-rsa/-/arch
ive/master/easy-rsa-old-master.tar.gz

# tar —zxvf easy-rsa—old-master. tar. gz

/R

# mv easy-rsa-old-master easy-rsa

@ ME vars

vim vars
export KEY COUNTRY="CN”

#IORE K

export KEY PROVINCE="GuangXi” #8100
export KEY CITY="NanNing” HI T
export KEY ORG="Canzy ” HA LR

export KEY EMAIL=" Canzy@qq. com” #HE4H
export KEY CN=
export KEY NAME= ” Canzy”
export KEY OU=

ORI #Z8:}
# MBI

source ./vars

BT
#1407

No /root/easy-rsa/easy-rsa/2.0/openssl.cnf file
could be found
Further invocations will fail

NOTE: If you run . /clean-all, I will be doing a rm —rf
on /root/easy-rsa /easy-rsa/2.0/keys

. /clean-all

# UF AR

. /build-ca

. /build-key—server server
. /build-key client

. /build-dh

4.2 PBRSBumbcE

%% OpenVPN, HEAT SO E W15, 8 PKI B
HERIES . ARSI B AV L & Diffie — Hellman

# ARk CAER

# R AR SS AT
# A P e T
# A R e B R

AR ZHE H F OpenVPN Ik 55 im s B H 3%, BAEARSS
JE 2 BT A T AAE R N AR TLS @5 L Z M E . B
OpenVPN Ak 55 3 (R E B SCAF . BHEE CAEFS, 5% i
UEAS /AL K DH S5 R4, B2 L VPN K UL T
PR PR st kb A0 20 7 i ) i R FEESE RO, 263 5 ) TLS —
Auth SRARTHE T 122 4, a6 vk A0 & 502
TRAESRE AL LA I, IXRE A RE 0 2 SRR A I 2%
SRS PR SSm, AEASEIEE VPN BEIE % w] LR
OB BE, TFRINE PR K 2y R i el SRS

I 55 S P B A RN R

@ # mkdir /etc/openvpn/server/ //f&@—A"
FGIET H 3%
@ FEHREBSSCFERE B &

cp
/root/easy-rsa—old/easy-rsa/2.0/keys/ca. crt
/etc/openvpn/server/
cp
/root/easy-rsa-old/easy-rsa/2.0/keys/server. crt
/etc/openvpn/server/
cp
/root/easy-rsa—old-/easy-rsa/2. 0/keys/server. key
/etc/openvpn/server/
cp
/root/easy-rsa—old-/easy-rsa/2. 0/keys/dh2048. pem
/etc/openvpn/server/

@) & e 55 i e B SCAF
ca keys/ca.crt
cert keys/server. crt
key keys/server. key
dh keys/dh2048. pem
# €S TLS/SSL L1k 4%
server 10.10.10.0 255.255.255.0
i 4019 285 1 - X 9
push “route 192.168.37.0 255.255.255.0” #
1B otk % miE
tls—auth ta.key 0

# & 3 VPN

# A TLS AiE

(TLS-Auth)

cipher AES-256-GCM # 8 T O A% i
Hik

openvpn ——genkey ——secret ta.key # £
ta. key X4

@ FFJa N 1P &3, J5 3 OpenVPN F5 i 5 Uy
vim /etc/sysctl. conf
net. ipv4. ip forward=1 # BN R 5

HH

# AL B A

——daemon ——config

sysctl —p
openvpn
/etc/openvpn/server. conf
# J2 3 openvpn
netstat —Intup | grep 1194 # BBEREZIZE
o,
(3¢

udp 0 0 0.0.0.0:1194 0.0.0.0:* 2167/openvpn
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BT client. conf UATHACE , 8 T EFE RS 25 11)
TP Al 1, BARRUE B EEAR LA & TLS - Auth 24, SR
J [R) 20 i 5% i N % B0k AARUE P P — 35 IR P g
T T 32 R IS st T DR A SIE 5 80 [ A E S T 1 25 i
i, MR P s i UDP1194 3% 1 5 iR 4% 28 B FF
YIRS

2P B AR

O BlEE—AH 3 H T A 55 ) S

mkdir openvpn client

cp /etc/openvpn/client/client. conf
/root/openvpn client/

vim /root/openvpn client/client. conf

@ B/ i E

remote 192.168.124.100 1194

# B ORI AR 5% 2 Mk A 11, % SEEG T
AN IR 55 2 1 28 I ik A 192. 168, 124. 100, 3
125 1194

ca ca.crt

cert client.crt

key client. key

tls—auth ta.key 1 # W

cipher AES-256-GCM # ¥ 5 B A& i s Sy
@ H4 MR 55 i 2B SR 2 7 o UE 5 5 2% P o PG

B HF, IR e R Be IR I3 4 Sk .

cp
/root/easy-rsa/easy-rsa/2. 0/keys/client. crt
/root/openvpn_cilent/

cp
/root/easy-rsa/easy-rsa/2. 0/keys/client. key
/root/openvpn_cilent/

cp /root/easy-rsa/easy-rsa/2. 0/keys/ca. crt

/root/openvpn cilent/

cp /etc/openvpn/server/ta. key

/root/openvpn cilent/

cp client. conf client. ovpn

zip client. zip . /openvpn cilent/*

4.4 Jumpserver RIFERE

Jumpserver R 4tJ& 112 I W & Gt 1) 5% 8T )
W, BEEESSIE. BAUEH]. K SEH, &
EISYESE 2 J7 T R AEAE R, DL 2 BEAN R [l ) VPN
RGTIRE 1T MR A 2 s 4E 75K

FIH Docker #8d%, KH —HEH%

curl —-sSL

https://resource. fit2cloud. com/ jumpserver/

jumpserver/releases/latest/download/quick

start. sh | bash

cd jumpserver
./jmsctl. sh start

4.5 Web JRZEEEE

Web JIR 45 %3 Bc & 4 5 B a0 R .
D 235 HTTPD R

yum search httpd
yum install httpd. x86 64 -y

@ JEBh A HTTPD AR %%
Systemctl start httpd
Systemct]l status httpd

OIS PE

firewall-cmd ——permanent ——add-port=80/tcp
firewall-cmd ——permanent ——add-service=http
firewall-cmd - reload

@ %akE HTTPD fi & S

cd /etc/httpd/conf

cp httpd. conf httpd. conf. bak

vi httpd. conf

{Directory />

AllowOverride none

#Require all denied

Require all granted HC B Y BT 1] 1 Y T
R E %

{Directory />

DocumentRoot “/var/www/html” # JF 5 Al
/var/www H F IR

Require all granted

Options Indexes FollowSymLinks #1401 R %
MERLH & FI%A index. html, W %E 248 & BoR i Z L H 3%
) E SR, B izl B ST SO R B s

DirectoryIndex index.html ' B W
WS ER VT M M TN index. html

4.6 FTP PRBBEIE

FTP %5 23 LB RN R
@ % FTP R4 2%

yum install vsftpd -y
rpm —qi vsftpd

@ Ja3h vsftpd A

service vsftpd start

Redirecting to /bin/systemctl start
vsftpd. service

ps aux | grep vsftpd

root 2150 0.0 0.0 6820 412 ? Ss 10:52
0:00 /usr/sbin/vsftpd /etc/vsftpd/vsftpd. conf

root 2205 0.0 0.0 22108 2100 pts/0 S+
10:56  0:00 grep ——color=auto vsftpd

netstat —anplut | grep vsftpd
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tep6 0 0 :::21 :::% LISTEN 2150/vsftpd
® BEx ftp k%

yum install ftp 1ftp -y

useradd canzy

echo 123 |passwd canzy ——stdin

# WA sc WEG

passwd: FTH I B 40 36 31E 4 R L4 T ST .
1ftp —u canzy, 123 192. 168. 124. 104

1ftp canzy@192. 168. 124.104:" 1s

1ftp canzy@192. 168. 124. 104:" pwd

1ftp canzy@192. 168. 124. 104: “mkdir test
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openEuler ¥ /E & % . OpenVPN fpn 25 b 18 UL A
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X-KEE-F5)” =M FRIgEsE50E.

(1]

(2]

(3]

(4]

(3]

(6]

2 % XX M

Al M. R T Linux ) & ol RS S B 2 Bt 5
SEII AT ENBAR S HE 2
#%,2023:2-10.DOI:10.26914/c.cnkihy.2023.109380.
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TR A ZE T Open VPN | R ML AR IR I R G #E  5 5K
L) AL R}
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2 FE T JumpServerffiDevOps % 4= & ¥ WL A 7T [1]. 51
RSy
$4,2023,7(22):69-72.D0I:10.19850/j.cnki.2096-4706.2023.2
2.015.
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