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Abstract—As an important way to improve the quality of network security talent cultivation, CTF competition plays an
increasingly prominent role in network security talent cultivation. To address the issues of multiple and diverse
knowledge modules and high requirements for practical combat abilities in CTF competitions, a network security attack
and defense practical course teaching based on CTF competitions will be carried out in a hierarchical manner; Building
a competition training platform to enhance students' practical abilities; Effectively integrating intelligent agents based
on the Big Bean Bun Model into curriculum teaching and exploring human-machine collaborative teaching models; And
integrate ideological and political elements throughout the entire process to form a progressive network security talent
training model of Combining Learning, Training and Competition. These measures have yielded certain results in
stimulating students' interest, improving course quality, and cultivating students' competition skills.
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