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Abstract—As the application of Al in college education reform becomes increasingly widespread, the security challenges
brought by Al are gradually emerging. This paper provides an in-depth analysis of the AI Educational Intelligent
Robustness Security Assurance Project. Through a thorough examination of the current challenges faced by Al education
systems, such as data privacy leakage and algorithmic biases, as well as shortcomings in existing evaluation systems,
this paper designs a closed-loop process of "attack-monitor-repair-retest" based on the MITRE ATT&CK framework.
It constructs an education red team, innovates offensive and defensive testing methods, and implements a dynamic
evaluation model, including the quantitative Red Team Effectiveness metric (R-value). After Blue Team optimized the
algorithm and enhanced data protection measures, the R-value increased from 0.52 to 0.81. Furthermore, it introduces
a "Red Team-Blue Team-Academic Support Team" tripartite collaboration model. These components collectively
provide an effective solution for Al teaching security, highlighting its significant importance in promoting the healthy
development of intelligent Al education.

Keywords—AI, Higher Education Reform, Safety Assessment, Education Red Team
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