82

13 1 2025 5
Journal of Computer Technology and Education Vol.13 No.l May 2025

MRS NMEERERIEXZF ML
sk Ak wF
TRTREREEISE R 5E, I8 241000

fRERlE""

W OE EWLRERT, ARG R R R IR, A SCER X2 4 B RO LA P A 1A A A
R, VLA AR Ry, SR R HE 0 A A SO 28 8 I R B 85 B AL RAR B A5 R AL VRN F-BL, 32 T RAPETA
G R LR AAE I RS BRI LR R L TR R) . ZEZICE RS (A) - VIS L
A (P) + REAZAEEE T (B) o Sk RIFAREERARAESS (T) « WAL AR RIE S0P A (A) » BET SR 2 2 BRI
WAL, TR R IR E BHERE 1, DAE RORRAS B 2 E BRI A R B oK. IRIEJTRE “ =& UL BEH
N ARG R R Re I S L . RIRB LIRSt

Ry HLRL ERAe, WRRSCE, HUAERL, HeAeH

Innovation Practice of Information Security Course Teaching
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Abstract—Under the background of new engineering science, the cultivation of students' information security literacy is
of growing importance. Aiming to cultivate students’ information security capabilities and professional ethics and build
a security defense in the information field, the information security curriculum team, in response to the challenges of
internalizing and applying security theory and technology, centers the curriculum around students. By adopting
progressive teaching content, alternating attack - defense case scenarios, digital course resources, and information - based
evaluation methods, the RAPETA teaching model is developed. Students analyze the security requirements of actual
cases in a spiral - progressive manner (R), participate in diverse and multi - directional learning activities (A), switch
between information security offense and defense perspectives (P), integrate into an ubiquitous interactive learning
environment (E), carry out flexible and in - depth course tasks (T), and receive comprehensive and flexible evaluations
throughout the process (A). This enables them to internalize security theory, develop technology application and
collaborative thinking abilities, and meet the new requirements of future information security technology and industry
development. The course implements the "Three Integrations and Four Integrations™ of ideological and political
education, promoting the continuous evolution and improvement of students' information security capabilities.

Keywords—Information Security, RAPETA Model, Attack-Defense Iteration, Ideological and Political Education
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