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Abstract--By analyzing the security risks such as identity impersonation, data theft, data tampering, data replay and
communication business denial existing in the current Internet of Things data acquisition system, the security
requirements of preventing active and passive attacks by hackers are proposed, and a security model of Internet of Things
data acquisition based on national commercial cryptography technology is constructed. And using SM2/SM3/SM4 and
other national commercial password algorithms, CA authentication technology, digital signature technology, signature
verification technology, key management technology, secure password protocol construction technology, mysql database
backup technology, Shell script and other technologies, designed the Internet of Things data acquisition security
communication protocol. The security analysis of the protocol shows that the protocol can prevent hacking and protect
the confidentiality and integrity of important data during transmission and storage, and the security reaches the difficult
level of calculating the discrete logarithm of elliptic curve.
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SERRIX — A B

® 1CA

® ISFRE
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(2) PreEsT

N T R E R, AR X TR R Y
ALV AETE SR I 26057 B TR R o 122 TR B A2 {36 FH 40
AP EHE, FRRE IR B RS . %
B X R IITE S AN 10| [ To| | Eso [H(IDg| [ T)) ]
| | Bsiea (T2 | [ TDx| [PKy) , 35 B LA SCAESR ) . DI, 4
FEEXEE AT AL RS X H RS ET %
%’ Y, }H\U%EF‘&% Y ﬂuﬁﬁﬁ‘ﬁ Dpxea [ESKCA (Tz‘ ‘ IDX‘
|PKy) 15 H(IDy| | T)) BGAERS [ BR g bk . DRk, B
M RAEA R R B A iRg Y, Ehikgy
I UE I R BT EENE, DU e 2 S N ARER P .

(3) Lt

T BRGNS I . S5 S
PHAIERT, PRl et G BT S sz,
u, AR X SR Y Z R E I GE FE
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T KENCR, M SECEES S8, FiX
FEBL R, SE B Y nT LA 5 A 2 A Al s
% X BE LR X S0 B REEN T iR
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) 75 T MAAE TR AL 2% (1) A R IURAGH o« L 22 S M T4
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[root@localhost ~1# sh /root/zc/cgsh/Xok.sh
Enter pass phrase for /etc/pki/CA/private/cgsb.pem:

BF o' §9C=u"kQ Ei-[] 16X »KpERy=+b[E

oyl

root@ls2.168.44,114's password:
Yok txt

Xok.txt.sig

cgsh. pub

106% 34
108% 72
10e% 178

61.6KB/s  00:00
124, 2KB/s  00:00
332.7KB/s  0B:00

EETEIREERESHER. Rl EERLELNEEER

™1

i%ﬁut@lncalhost =12

E 3 HRESHEANMBEERIBILER
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SM4 i B B, ki X 5P IRE Y
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fige- A R LB n e G L AR, 38 T R
Midmite R BRI ARL T BUes IR 1 15 1 £k
W, B UE FAH RN SMA B R AT IR, B
U2 80 0 2 — R T AR LA 2 5

4.4 KEEEITUR
N T BAEATT E AT, 2T Linux #84F

R4, M Xshell Lol /A1 GmSSL A T H
6, GRRSSEEL T IR R R B R R SN Th g
RPN 22 AIBAE DI =7 XA B 4 ) AN Eo e 1% 4
SRS IZAT IR #B 20 45 R A 3 fls .. ARSI AT
WISERRAE , AT7 ST IR X B R 4R 22 2tk
PSR AT R

5 ZERIE

ARSI ) AR SR AN 2R G2 )
B, SR T SRR P K R A 2 4 A a4
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