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Abstract—With the continuous development of mobile communication network technology, Electronic Toll Collection (ETC) system
has become a convenient and economical way. However, the security threat of ETC network can not be ignored. Therefore, how to
protect the security of ETC system by using state secret technology is an important issue to be solved urgently.Firstly, the paper
analyzes the network security risks faced by the current electronic toll collection (ETC) system, evaluates the risks, puts forward the
security communication requirements of ETC, and constructs the ETC security communication model. The ETC secure
communication protocol is designed and the security of the communication protocol is analyzed. The analysis results show that ETC
communication protocol can resist the active and passive attacks such as identity impersonation, information tampering, information
replay, sensitive information theft and communication service denial launched by network hackers, and can effectively protect the

security of user information and the normal payment transaction.
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