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Abstract—With the rapid development of information technology, the issue of information security has become a global
concern. The demand for the training of information security talents is becoming more and more urgent. As a very
practical educational mode, information security attack and defense competitions can not only enhance students'
technical ability, but also promote their scientific research and innovation ability through practical training. In this thesis,
we aim to promote students' research ability in the field of data security algorithms and evaluation through the Japan
Information Security Cup (PWS Cup & iPWS Cup), and we expect that this will be used as a model for teaching and
learning, which will permeate into the training of graduate students. By participating in this competition for four times
in two consecutive years, we have made great progress from the ranking of results to the accumulation of knowledge,
and have taken new steps and provided new ideas for the cultivation of the practical ability of graduate students in
cyberspace security in our university.

Keywords—Information Security, Attack and Defense Competitions, Differential Privacy, K-anonymity, Research
Capacity Breeding
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