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Design of Software Upgrade Model for Intelligent Connected Vehicles
Based on National Security Technology
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Abstract--A thorough analysis of the network security risks faced by intelligent connected vehicles during software
upgrades was conducted, the potential harm caused by these risks was evaluated, and a software upgrade model for
intelligent connected vehicles based on national encryption technology was constructed. The SM2, SM3, and SM4
national commercial encryption algorithms were used to design a secure communication protocol for software upgrades.
The protocol was then subjected to a security analysis, which showed that the protocol could effectively defend against
active and passive attacks launched by hackers, as well as ensure secure information transmission even if the
communication intermediary (base station) was controlled. The experimental results validated the effectiveness and

feasibility of the protocol.
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#!/bin/bash
#path=/root/hjl/jz/verify.sh

Tie | |Esa[H(ID| | Tio) T 7o, VR4 235 AT A BN

gmssl x509 -in /root/hjl/zfwq/zfwg.crt -noout -pubkey -out /root/hjl/zfwg/zfwgca.

pub

a="gmss1 dgst -sm3 -keyform PEM -verify /root/hjl/zfwg/zfwgca.pub -signature /roo

t/hjl/zfwg/zfwg.crt.sig /root/hjl/zfwq/zfwg.crt”
echo -e "\033[31m$a\033[Om"
if [[ $a=[V1[ellr]1[i1[Ff1[i1[el[dI[0]1[k] 11;then
echo -e "\033[35m{EFACALEHIGIF SRS 25 F AT 1 \033 [Om"
echo -e "\033[3EmMESEIGIEFIEEFF....1\033[0m"
else
echo -2 "\033[35m{EACAL LIS T SRS 2F BN \033 [om"
fi
b="gmss1 dgst -sm3 -keyform PEM -verify /root/hjl/zfwqg/zfwqg.pub
hjl/zfwg/il.txt.sig /root/hjl/zfwg/il. txt’
echo -e "\033[31m%c\033[Om"
c="gmss1 dgst -sm3 -keyform PEM -verify /root/hjl/zfwqg/zfwqg.pub
hjl/zfwg/i2.txt.sig /root/hjl/zfwg/i2. txt"
if [[ $b=$c=[VI[el[r1[L1[fI[i1[el[d1[01[k] 11;then
echo -e "\033[35mELEAT SR &S5 E e T \033[Om"
else
echo -e "033[35mEIEFT S AR FIEE A AN, . .\033[0m"
fi

[ root@localhost jz]# sh verify.sh
Verified OK

FERACALHARIEZ EESSFETHRLTD!

B AEISITFIESERE. ...

E e S RE SR E A I AT !

A

REPRIR H T IA (S B 4. WO BAE SIS

B 3 Hihj WBRSB[HEITHHER
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® lca ® 2 zfwg

® 4 qgczd +

#!/bin/bash
#path=/root/hjl/jz/j6.sh
filel=/root/hjl/jz/jb.txt
signl=/root/hjl/jz/j6.txt.sig
file2=/root/hjl/zfwqg/sessionkey.txt.enc
file3=/root/hjl/zfwg/updata.tar.sms4
prikey=/etc/pki/CA/private/jz.pem
pubkey=/etc/pki/CA/private/jz.pub
gmss1 dgst -sm3 -out %$signl -sign $prikey -keyform PEM $filel
echo -e "\033[35m cat $signl "\033[0m"
echo -e "\033[35mZEZRLTH!\O33[0m"
scp $filel $fileZ2 $file3 $signl $pubkey 192.168.93.135:/root/hjl/jz/
if [ $? -eq © ];then

echo -e "\Q33[35mESFELEREIEFEE. BEI212. Z24£Z &TH1\033[0m"
else

echo -e "\O33[35mESFEFRERFE . HEELZ. EF5MW, BEFEE=E. ..\

33[Om"
i

® lca ® 2 zfwq

® 4 qczd +

[root@localhost jz]l# vi jb6.sh

[root@localhost jzl# sh j6.sh

Enter pass phrase for /etc/pki/CA/private/jz.pem:
OF 'kFFaTe"1<2, _yvNs s[k!1™*

i« ] Ga=>7?
~3 "Huv

EAZ R

root@l92.168.93.135"'s password:

j6.txt 100% 15 4_.8KB/s 00:00
sessionkey.txt.enc 100% 134 146.6KB/s 00:00
updata.tar.sms4 100% 10KE 10.0MB/s go:00
jb.txt.sig 100% 72 123.9KB/s PO:De
jz.pub 100% 178 456 .4KB/s 00:00

VS IR AIAE S, FEIE12. & R T
Bl 4 BRUFAREPERE

® lca ® 2 zfwg ®3jz

#!/bin/bash
#path=/root/hjl/qczd/signature08.sh

a="gmss1 dgst -sm3 -keyform PEM -verify /root/hjl/jz/zfwq.pub -signature /

root/hjl/qczd/updata/i5.txt.sig /root/hjl/qczd/updata/is. txt’

a="gmssl dgst -sm3 -keyform PEM -verify /root/hjl/jz/zfwg.pub -signature /

root/hjl/gczd/updata/updata.txt.sig /root/hjl/gczd/updata/updata. txt’
echo -e "\033[31m$c\033[Om"
if [[ $b=[VI[el[r1[i1[f1[i][e][dI[0][k] 11;then

echo -e "\@33[35mSEHEHIT RSV ELITIEMTI, =HETHIL! \033[0m

else
echo -e "033[3DMSEHIA SEEIFEZ IR, . .\033[0m"
fi

[root@localhost qczd]# sh signature@8.sh

EEHEETESRESEEEHRAT, TETHE!
[root@localhost gczd]# []

E 5 BWEAREBTERIR
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