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Design and Practice of Virtual Simulation Experiment Project
for Information System Security Protection
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Abstract—The course of "Information System Security Protection™ is a highly practical course that plays an important
role in cultivating the security protection capabilities of operating systems, database systems, and application systems for
students majoring in information security. In response to the current difficulties in practical training of the course and the
shortcomings of the existing experimental platform, and based on the needs of cultivating information system security
protection capabilities, this paper proposes a design concept for the virtual simulation experiment project of the
information system security protection course, constructs relevant resources, and summarizes several key issues in the
design and construction of the virtual simulation training platform. The virtual simulation experiment teaching of the
course breaks through the limitations of the current network and installation on experiments, effectively improving the

connotation, quality, and educational level of experimental teaching.
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