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Exploration and Practice of Practical Cybersecurity Talent
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Abstract—While digital transformation brings benefits to the economy and people's livelihood, it also presents a more
severe new situation of cybersecurity. The connotation of cybersecurity has shifted from network and information
security to business operation and production safety, and the focus of security has also shifted from network-centric to
the central of data and business. Under this brand-new situation, the cybersecurity industry urgently needs practical
cybersecurity talents who has a good command of both defense and operation. Centering on the cultivation of
cybersecurity professionals with professional skills and practical experience, we aim to achieve a goal of **solid foundation,
emphasis on practice, and application-oriented approach™. Guided by the philosophy of *'learning warfare in warfare
and enhancing skills in actual combats'*, we focus on the connotative construction of two core issues: "'a long-term and
effective new mechanism for the integration of industry, academia, research, and application, as well as a new teaching
support system". We have already constructed a four-dimensional innovation platform for cybersecurity talent
cultivation featuring "'school-enterprise linkage, school-school cooperation, school-government cooperation, and
interdisciplinary integration'. This platform represents an innovative reform attempt in adapting the cybersecurity
training system to the new situation. We have explored and practiced the cultivation of practical cybersecurity talents
under the background of digital transformation, successfully nurturing a group of practical cybersecurity talents and
effectively enhancing the quality of talent cultivation.

Keywords—Cybersecurity , Practical talent training , Digital transformation , Four-dimensional innovative platform
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