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Abstract—The article introduces a Kubernetes-based automatic deployment solution for containerized web
applications, designed to address the challenges of rapid business growth and high concurrent access to servers in an
enterprise context. Built on the Kubernetes (K8s) framework, the solution utilizes Linux systems to set up Master and
node nodes, employs Deployment technology for containerized application deployment, and uses MySQL as the data
storage solution for user data. By integrating Pods, Docker, K8s, and other development technologies, the solution
achieves automated deployment of containerized web applications. The system comprises application template module,
configuration management module, and automated deployment module. Users can access configuration files through
the cluster, download and lock the corresponding chart package, and leverage Gitlab, Jenkins, and Harbor in the
cluster environment for automated deployment to generate the required web page. Experimental results demonstrate
that the automated deployment solution significantly enhances operational efficiency, and provides a reference solution
for enterprise business service deployment.

Keywords—Kubernetes, Linux, enterprise, Automated deployment

5] X 2 AT Ym HEE B LB, KubernetesfE Ay

AN B ER L&) 2 1808 AR I & s, FEIX A
s, N A R B T — & &
Ko AHARNV IS AN BE— ANk 0T 2 g Al T2 i ok
RZ TR B A . F S = AR R R,
BN F AR WDockerFE UGS, AAH AL 7 X
AN “REL” , BRAERREMAILIZIT T 1E ML
Z b, SHABHEEATIN, SR, HHEREER
Zn, FIEEEATRAVISLRR . Az TR
eV BTk 2023 FRABA L ERIEIRED H
(2023XJYYX03) # i,

*@EWIEH: AT bgy_2009@163.com

TR At TR, AT CAFE B Al R 3 25 A /g 2
web .

IRt , 2 FKubernetesf) 75 25t Web N FH H 24656
B RRGNIBTE AN IR A S e T,
NAMPAREE T E L ERE . PR A F A AL AR
JFHIR TG % . K8STEA— A M A A HE TR,
AL TR KA E IR, AR AR, A3
. BREESEREE N EIN R E L T RS
N A AT B LA, 2B T EMN A B
AT ER G T Bl b s . ¥R A AL
L SR AR R /N TR Aol 8 2 KPR 3l T i SR A 406 B 1) R

2325-0208 /© 2024 ISEP



Kubernetes Web

e i R A AR IEAR,  ZR G i T AN S A 45 )
R AN PR R iR .

2 HEEXBARMR
2.1 Kubernetes 2 HHFE S

Kubernets/& % F TH#528. &FEA R0 — AN IFIREX
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2.2 Docker AR

Docker /& —FTRIN AT 6, R P BHIRE
Fe s MMLZE B BT AR e B SO S5 4T B 46 21— b AL
PR E Tz, FERVFIF RN G AEYEN B
PR A PR LE U Ak e, 8L Docker JF A T
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A node FASEHL, HARK pod 24 Master 4)fic )3
il Ak

(1) Kubernetes E#C IR

O RN E
# service iptables stop /5% 1[5 Jk 3%
# setenforce 0 11 selinux % 4= e
# swapoff -a 1151 swap 4 X

@ 2% Docker

AL HORTR docker

#yum install -y docker-ce //%2 35 5681 i Docker
leri FRIEHRAE

@ Kubernetes &7 23 5HIMHL .

#ITAE 1T RE B B 25 98 T-kubernetes () 3 445

#yum install kubeadm-1.27.3 kubectl-1.27.3 kubelet-1.27.3 -y
IImaster P IEER A FE

#yum install kubeadm-1.27.3 kubectl-1.27.3 kubelet-1.27.3 -y
IInode FRELIK A 558

# master 1 S YR

kubeadm init --kubernetes-version=1.27.3 \

--apiserver-advertise-address= <Master 77 £ IP>\

--image-repository registry.aliyuncs.com/ google_
containers \

#node 7 RUMASERE

kubeadm join <Master IP>:6443
\--discovery-token-ca-cert-hash sha256:<hash>

@ Kubernetes £E# H.if
# 4235 calico MZE A1}
kubectl apply -f
https://raw.githubusercontent.com/projectcalico/calico/master/
manifests/calico.yaml

42 HFPEIE

H st config 5% i A\ A kubeconfig %4z
FI| k8s 4R, EREEIL RoleBinding KX —4NH /-
BEATBUBRZ8 52 I 46 F M T IGBLSR B o A1 5 2 4y
NEERE YR E Mldr 2 S R M b e . R GYE
AT LASTE E P REAE BE A SR T N AT R E 11 i A
VB AREHAE 3 openssl HiA, ZIHEAL T — RFIH
&R 2 Re, DB AR e AR AR
RSP %A

(1 P &S IUe R

@ # mkdir/etc/kubernetes/pki/user/test //61 % —A~
AR FEFS H 3%

@ i 'E openssl SCIF 6 A B FH P REH S A0
e

# openssl genrsa -out 7 4 .key 2048 //{# ] openssl 1..E
A P AR SO

# openssl req -new -key example.key -out example.csr -config
openssl.cnf /I openssl T EL A S FHIEA535 R ST i

# openssl x509 -req -days 365 -in example.csr -signkey

example.key -out example.crt -extensions reg_ext -extfile
openssl.cnf //

--token  <token>

31

fEFH openssl ZEplds FH P BSAH SO - IE 5 Y
TERICIFIE, SR BAR i & oR5E L CA SRt A FIRE
PISCAF LLMOREEE FT P EF HF AL B eSS, BLse
BURLPRFE S -

43 Web N BEREE

AR LA WordPress 1y web |3 A4 R Sz 30 H
FE Ak web FLTHT, Helm /2 Kubernetes fr) 6%
T H, 2% )50 DR iEs & o U . A
# HelmChart Fi-T 5 X WordPress flT 75 ') k8s ¥,
[N T f##3 HelmChart 3 R 35, FLE —/MACE S
values SO T 52 #1345 B WordPress N FE A IO L & o
WordPressHelmChart F F-3E47 23 ic & AR 4 SZ bR
RiEATHFE . WordPress £5 14 10 EFTR »

[root@k8s-master opt]# tree WordPress/
WordPress/

charts

Chart.yaml

templates

mysql-deployment.yaml
wordpress-deployment.yaml
wordpress-mariadb-service.yaml

wordpress-service.yaml
values.yaml

2 directories, 6 files

K 8 WordPress H %4514 &

(1) Web W FBHGTE D BIT,

@ #E helm, SEI k8s LEHEH I PFELIVE 2.
# N4 helm S0

wget
https://get.nelm.sh/helm-v3.14.2-linux-amd64.tar.gz

@ FCE mysql, # M usEEE 12 N BI485E KR ST
Hh, B R I 8 () IS AT R AR AF R 11 P 2

Spec:

containers:

- name: mysqg|l

image: mysql:5.7 # MySQL 5if&fr4 N 5.7

env:

- name: MYSQL_ROOT_PASSWORD

value: {{ .Values.mysglRootPassword }} # iEil Helm
Values 185 MySQL [#] root %fig

- name: MYSQL_DATABASE

value: {{ .Values.mysqlDatabase }} # ifiT Helm Values
i 8 B0 B A e A PR

ports:

- containerPort: 3306 # MySQL ERil%i 05 3306

@ wordpress At & ,charts 175 Helm ) &A% 56,
Chart.yaml €5 1 helm [F2E4(5 5, template {4 k8s
(1) yaml B SO T i85 MySQL %#E 7 WordPress

%, #74i#% WordPress $di A1 52 SR 457 19 WordPress.
apiVersion:vl /i€ IEZE{S F If) KubernetesAPI fiiA
kind:Service
metadata:
name:{{.Release.Name}}-wordpress

B RS B A R
spec:

M8 Helm 5k 25
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selector:

app:wordpress

type:NodePort
|Rri i RPN S

44 MEEEIBRRIE

T B8 PR AN 5T B B AR SR AR P AR AR R R A TC
BEER, Fpafbliiid ConfigMap A1 Secret $RHUAC &
& . StatefulSet. DaemonSet 1 Deployment 7] L E
Befd ] ConfigMap >KECE N HFEF, Secret T 17#if
XU L B AE R, B ORTIC B 250808 1) 22 e VE A AT 2
P

113%:3% wordpress (1] pod
HAE BTG 15 A AR 2 Y BBl A B

(1) Fid BB HEE SIS R R
@D 1% configmap %

apiVersion: vl
kind: ConfigMap
metadata:
name: mysql-config
mysql-config
data:
my.cnf: |
[mysqld]
innodb_log_files_in_group=3 # InnoDB H & C#F4H
SO 3
lower_case_table_names=1 # #%& K/NEAHUK
innodb_buffer_pool_size=4G  # InnoDB Z it K /N Ay
4GB, HT A 51 8 E b B R 5
max_allowed_packet=30M # MySQL %¥ FE U i1
wARER ALK/ 30MB

@ G secret %y H TFMEEUR(E S, HlWnE
. OAuth & J4F1 ssh Z4H5E, % pod 1 Al N 2540
PEAEN eted H1. apiVersion: vl
kind: Secret
metadata:
name: mysql-root-secret #Secret [ 4 X A
mysql-root-secret . B
type: Opaque # Secret 257N Opaque RN

SCHAR . i
data:password: cGFzc3dvemQxMjM= #/il1% Ji5 (]

45 BaitEiEEERI

H B0l B @ gitlab+jenkins+harbor 2
HEMLEE . Gitlab 5 jenkins BN b e & HG1:, 6
AN 5 H 2SI B jenkins HE N4 2 #4E
HITUE A R FFE . I SERUE jenkins A )
docker B8\ harbor HH 31T 774 , B¢ J5 A7 i 7E harbor
W B AT DERR S AT B B E

(1 Habic & H#E LB

@® #%E Gitlab, 7£ = ZhikHBE H 41 538 BAT AR
i, F oKL AC $) Gitlab 1, FFiEid GitLab fi
& Jenkins #E4T H Zhib 2

# helm repo add gitlab https://charts.gitlab.io /7311 gitlab
Helm £

# ConfigMap K % & N

#helm install gitlab qgitlab/gitlab
/IGitLab ) FH %2 %I Kubernetes &7 H
#iE I A A LR A 1) Gitlab k55 8 5%

@ % jenkins k5. 1EHZNNHE 7155 HI)
R EIRFERI AT - Jenkins 320K E] Gitlab 15 5 5 2R
FBCE, AZERRE, R, TR HSEE
FAEAE ) docker 445415 2] harbor H .

# replicas: 1
selector:
matchLabels:
app: jenkins // # 182 #E M) Pod BIASE Ny 1, JHil
I FRZEEFR S ULAL % Deployment 2 211 Pod

image: jenkins/jenkins:latest

imagePullPolicy: IfNotPresent

name: jenkins

privileged: true # f5EHBMG A jenkins, ¥ B BG R IR
H& 9 IfNotPresent, Fix BAZM L4 F 3, H runAsUser
Al runAsGroup #5590, privileged 4 true
#IE I A A LR A 1) Jenkins RS i 1 5%

(B7E Gitlab ¥ I~ A\ V5 1] 4B 25\ Jenkins LI

fic & Jenkins Job, # Gitlab api 4 J# %N Gitlab EHL

url,f§75 Jenkins £ % GitLab SZ¥i H sh1k..

@HEF D Jenkins 2565
kubectl exec  jenkins-XxXx-xxxx — -- cat
Ivar/jenkins_home/secrets/initial AdminPassword

® #E harbor A% Harbor /£~ docker B4
e, Wi TAAE RIS 2 docker 4514, 1F A ANLELE
ST jenkins R4 BT docker 8345 RIS F0E

I A] LA harbor Hh B4

#Wget
https://github.com/goharbor/harbor/releases/download/v2
.8.5/harbor-online-installer-v2.8.5.tgz // T~ % harbor SC

® 1B harbor.Yaml it B, & & FEHL— 50 B
Hostname: //=E#L ip

http:
Port: 80 //http it &
46 MWEMAEHE

i3 Prometheus it £ 4 ik 47 S I I 4% 9 A1 HY
elkstack SEIUXT H & SRS 2E, JEERAE A A ARIRES
LA 5T )77 sCELU AR JE 7 HE SR« Filebeat 5157 &S5
MR SO, i e H A EAR . DX ERE
FrBE B RERR DR T SR A AT %, R AL SR s 4k
N RHERCR

(1 WFEIRSSSEID TINT

@ BLE configmap, configmap 1A k8s P Fk:
R 2 —, configmap % % H T HC B A 2 1
Pic B SR A C B O, AEIX T3 4F Prometheus fIZ4T
A E .

#lic & Prometheus #IEX ) H 454 localhost:9090

scrape_configs:

- job_name: '‘prometheus’

static_configs:

--namespace  gitlab
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- targets: ['localhost:90901]
_ #JUI cadvisor H #7 ) Kubernetes SD it &, LA https
PRGEATIESS, FFALE TLS E ToRIE(S KL
- job_name: "cadvisor"
kubernetes_sd_configs:
- role: node
scheme: https
tls_config:
ca_file:/var/run/secrets/kubernetes.io/serviceaccount

crt/f
# 4T B P B AT
kubectl apply -f configmap.yaml //

@ #2& pv T pve, pv IENEREPIAE, BT
EEREGTUR, Adw A EATR) pod IAHELARSL, pve
VER A PSS IIER, pve Fl pv —XF— Bt . 78
XA AL A R AL T LR 5 Master 5 14
HIERAE -

# 23 NFS AHORE A6,

yum -y install nfs-utils rpcbind

# QI F4% Prometheus /) H 5%

mkdir /data/Prometheus

# YwiE exports, ¥4/data/prometheus H3E#FE% NFS % 1
Uiy 15 B S AR AIAE A root AP B ST

vim /etc/exports

/data/prometheus*(rw,sync,no_root_squash)

# H 3 NFS %

systemctl restart nfs

# BF exports IFALE

exports -r

# 7R NFS JIRg54% EA =1 B S RAURAE B

showmount -e

@ Node 77 s #1F
# AT nfs TF3k 184

yum -y install nfs*

@ GIZE— Prometheus fic & 4, LLR&FE

EEE o
# 4% Prometheus TR & Bk, MBS, BisEZ
- mountPath: "/etc/prometheus"
name: prometheusconfig
- mountPath: "/etc/prometheus/rules”
name: rules
- mountPath: "/etc/prometheus/targets”
name: targets

® Mi& service, Prometheus X501, BRIk SS
1EHIB4T.

# 5E X — prometheus HIIR %, BITAEEH K
prometheus &5

kind:Service

metadata:

creationTimestamp:null

labels:

Prometheusapp:prometheus

name:prometheus

namespace:Prometheus

(2) HERSLIA BRI

@ BLE elasticsearch-logging, Elasticsearch 1£4
THIER 73 A AR R 512, T AR R KR

[ca

33

M MG M s . EABE P T H &
el -
#ERE RS B

apiVersion:apps/vl

kind:Deployment

metadata:

generation:1

labels:

app:elasticsearch-logging

version:vl

@ HCE logstash, F TS ab 3 A0 fg i H 2L

5, FHEEARE L2 Elasticsearch H1.
# Logstash [1HC & SO P 2
apiVersion:vl
kind:ConfigMap
metadata:
name:logstash-config
data:

@ #BE nginx Al filebeat. Nginx P& 7 & itk
REFRAR ARG S, @ik i Nginx ] LLSZEE T ff il
K IEATIRAS o filebeat 1E A& A H B AL A7 4,
Tt &, A%t 2] Elasticsearch H1,
¢ i@t kibana RIALAL S HE K .

# Filebeat 1FLE U A A

apiVersion:vl

kind:ConfigMap

metadata:

name:filebeat-config-to-logstash

data:

#IE AR AR nginx

spec:

containers:

-name:nginx

#15 B 25 A% WS T o VR A TCP il

ports:

-containerPort:80// 45 #% W T s 1154 80

protocol: TCP//{# Fl TCP #pi%

volumeMounts:

-name:logm

@ #B# kibana, kibana &y Elasticsearch #2 L %4E
AL S, A A M T s RE L 1 T R R R
pod [FPIRES .

# name:kibana//5E X Deployment {44 %54 kibana

labels:

name:kibana//i% & #x %4 kibana

spec:

replicas: 1/ B RIA KA 1

selector:

matchLabels:

name:kibana//i%& #:25 IL AL bR 25 A kibana

template:

metadata:

17 Kibana Service {31 .
##F Kibana %53t - kubectl get sve
# %% elastic 192.168.120.60:32633
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4.7 RGEV RIS A

Ingress J& Kubernetes HF & # 4 ] 1) B3
J5, 83T Ingress Controller &b SR i l B4R N
IR SS - HPA J2& Kubernetes $R 4L —F H 3h3 AL
i, REME AR MRS AR bR Eh S T 5 Pod IR AKE. 4
WP Fa bR IR BB I BIERT, HPA 2 3h140 Pod 1)
RIAKE, DA SIS, RAIE RS s T A
P

(1) Ingress ff #3700 BRU0 R

@ #F# Ingress AL E L kubectl apply -f
https://raw.githubusercontent.com/kubernetes/ingress n
ginx/controller-v1.8.2/deploy/static/provider/cloud/deplo

y.yaml

@ MBS E M, I AR loadBalancer 7
BN ip, an R E RIS 25545, 2 registry.k8s.io
Hodik 26 A k8s.dockerproxy.com Bl A,

@ # fif A wait @ 4 W 2 BN ready
kubectlwait--namespaceingress-nginx\

--for=condition=readypod\

--selector=app.kubernetes.io/component=controller\
--timeout=120s

@ T Ingress 5 #8iz17RZA kubectl get pod -n
ingress-test

(2) HPA &Enf HSEBUb IR~
@ # T# metrics-server ZH4HC B SO

#Wget
https://github.com/Kubernetes-sigs/metricsserver/releases/latest/do
wnload/components.yaml-Ometrics-servercomponents.yaml

@ EBGIAT I S P b
5 ZERiA

A5 EHET Kubernetes 7 25 gw HF T HBEAT A 234k
HEATHR I, SRR, A Bh L8 T EREE K
PERISUERCR, SCHL T RS S m AT Ak, J7 AT L
A AR SS AR AR S

2 £ X H
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