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Abstract—With the development of technology, microsensors have made great progress. They not only have the ability
to perform various functions but also can be interconnected through wireless communication technology, forming a
wireless sensor network consisting of numerous sensor nodes that cover the entire globe. As a result, they have found
extensive applications in various fields. The main objective of this design is to investigate lightweight authentication
design strategies for wireless sensor networks, with a focus on security and performance issues. A novel authentication
scheme combining tamper-resistant encryption algorithms and self-compositional bitwise operations is proposed to
improve the decryption speed of resource-constrained devices and reduce resource consumption. This design provides a
detailed description of the specific steps involved in implementing authentication, including analyzing attack models on
wireless sensor networks, security measures, authentication measures, and defense methods. Furthermore, a wireless
sensor network simulation and testing platform based on ProVerif is established. Finally, the proposed authentication
scheme is validated using the ProVerif automated analysis tool, demonstrating reduced computational complexity and
improved security performance.
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