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Abstract—In response to the network security threats faced by ZigBee communication technology in smart home
applications such as data theft, information tampering, information replay, and business denial, this paper proposes the
need to apply national commercial cryptography technology to protect ZigBee communication security. A ZigBee secure
communication system model based on national cryptography technology is constructed, and relevant authentication
protocols are designed using national commercial cryptography algorithms such as SM2 to SM4, digital signatures, and
other technologies. Security analysis shows that the model designed in this paper can resist both active and passive attacks
launched by hackers, and Has certain advantages in terms of compliance, correctness, and effectiveness of password

applications.
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