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Abstract—This paper analyzes the security threats and vulnerabilities faced by the current bank's card issuance
system, constructs a financial 1C card issuance system framework based on national cryptographic technology, designs
a card issuance system security protocol. The system model adopts a C/S architecture and is divided into six parts: CA
server, key management server, database server, IC card business management server, data preparation server, and
personalized application. This model uses SM2 signature algorithm, SM3 hash algorithm and SM4 symmetric Block
cipher algorithm to protect the information security of the card issuing system. The security analysis and performance
comparison results indicate that the card issuing system model functions normally and the security performance is stable.
Keywords—Financial IC card issuing system, PKI technology, National commercial cryptographic algorithm, digital
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