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Abstract—Abstract—Aiming at the current network security issues in the network environment, this paper proposes the
requirements for Wi-Fi secure communication, constructs a Wi-Fi secure communication model based on national
security technology, and designs a Wi-Fi secure communication protocol using technologies such as SM2, SM3, and SM4
national commercial cryptographic algorithms, digital signatures, and digital certificates. In the process of bidirectional
authentication, the SM3 national encryption algorithm is used to hash the identity information, timestamp, and
certificate sent, achieving functions such as tamper resistance, anti-counterfeiting, and replay prevention. During the
data transmission process, the SM4 national encryption algorithm is used to encrypt data, achieving functions such as
preventing illegal listening and ensuring data confidentiality, thereby improving network security performance.
Experiments results verify the effectiveness and feasibility of the proposed solution.
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[root@localhost ~]# sh /root/hal/khd/sendVerifyInfo.sh

Enter pass phrase for fetc/pki/CA/private/khd.pem:

Enter pass phrase for fetc/pki/CA/private/khd.pem:

Enter pass phrase for /fetc/pki/CA/private/khd.pem:
OF!02sRyQ2 £K&*6 7 F8qR#FCE! N7
8,]73MH*ui'EﬁLOF!»f:i"%W’ZHE]EfIDi!4DeG*?i‘£“9;:'6%\[iOF!¥2y©%9!E?©tté
HEAZARED!

root@l92.168.2.102's password:

O T!'el0Eetgbs /L

khdID. txt 100% 4 5.7KB/s 00:00
khdTime. txt 100% 43 43.4KB/s 00:00
khd.crt 100% 2309 3.1MB/s 00:00
khdID.txt.sig 100% 72 96.0KB/s 00:00
khdTime.txt.sig 100% 72 67.1KB/s 00:00
khd.pub 100% 178 177 .3KB/s 00:00
EEEEEEEESIERE. IR, 2. EHARThH!
root@l92.168.2.103's password:
khdID.txt 100% 4 1.7KB/s 00:00
khdTime.txt 100% 43 20.1KB/s 00:00
khd.crt 100% 2309 807.7KB/s 00:00
khdID.txt.sig 100% 72 15.8KB/s 00:00
khdTime.txt.sig 100% 72 11.8KB/s 00:00
khd.pub 100% 178 74 .5KB/s 00:00
FERES SR EIESEE . BTE. & . [EHATE!
root@l92.168.2.104's password:
khdID. txt 100% 4 1.8KB/s 00:00
khdTime. txt 100% 43 20.4KB/s 00:00
khd.crt 100% 2309 928.9KB/s 00:00
khdID.txt.sig 100% 72 20.8KB/s 00:00
khdTime.txt.sig 100% 72 26.9KB/s 00:00
khd.pub 100% 178 68.7KB/s 00:00
mEELEESSEE. IR, 2. EFHAT!
[root@localhost ~1# [
B 3 ZFPim T NEHAIESIT4AREE
& 1khd IIE!!:III ® 3 fwqg ® 4 sst +
[root@localhost ~1# sh /root/hal/lyq/sendVerifyInfo.sh
Enter pass phrase for /etc/pki/CA/private/lyq.pem:
Enter pass phrase for /etc/pki/CA/private/lyq.pem:
Enter pass phrase for /etc/pki/CA/private/lyq.pem:
k= .E,\.0E K@5PQcfPY%'<i® zW"0d4[] Ry O'™Ai@ .oHZDADI
5 DO@=A0T 2450 ' +e ! 001 hivgdé Y k™° 0[]
EAZ T
root@192.168.2.101"'s password:
1ygID. txt 100% 4 0.0KB/s 0O:00
lygTime. txt 100% 43 4.1KB/s Qo:00
lyg.crt 100% 2319 231.0KB/s @o:00
1yqID.txt.sig 100% 71 16.0KB/s  00:00
lygTime.txt.sig 100% 71 16.2KB/s 00:00
1yq.pub 100% 178 7.7KB/s 00:00
mE AR S hE S, . S, FTHALT!
root@192.168.2.103"'s password:
1ygID. txt 100% 4 0.9KB/s 0oO:00
lyqTime. txt 100% 43 2.0KB/s 00:00
lyg.crt 100% 2319 542.6KB/s Qo:00
1yqID.txt.sig 100% 71 14.7KB/s  00:00
lygTime.txt.sig 100% 71 13.4KB/s 00:00
1yq.pub 100% 178 47.5KB/s  00:00
[FERFZEERZESGEE . FTE. FE. WEFHRIY!
root@l92.168.2.104"'s password:
1ygID. txt 100% 4 0.0KB/s 0O:00
lygTime. txt 100% 43 1.4KB/s 0o:00
lyg.crt 100% 2319 247 .8KB/s 0O:00
lygID.txt.sig 100% 71 20.9KB/s 0oO:00
lygqTime.txt.sig 100% 71 12.3KB/s 00:00
1yq.pub 100% 178 5.5KB/s  00:00
EEELEESHERS. B, 2. EHAI!
[root@localhost ~1# [
E 4 BREAER R WENAIESITEAREE

[root@localhost ~]1# sh /root/hal/khd/sendDateRequest.sh

Enter pass phrase for /etc/pki/CA/private/khd.pem:

Enter pass phrase for /etc/pki/CA/private/khd.pem:

OF |3e 54¢Kp2CW)D |ReBy7¢0K0¢ 0-F!OY®

>¥yi [ |vBSH! 3t Hk»3#¢}6b0j8\ i

ELZ T

root@192.168.2.104's password:

khdRequest. txt 100% 22 10.6KB/s 00:00

khdTime.txt 100% 43 18.0KB/s  00:00

khdRequest.txt.sig 100% 72 16.7KB/s 00:00

khdTime.txt.sig 100% 72 28.9KB/s 00:00

MEELEESHEL. R, U RFEREERT!
[root@localhost ~]# [

B 5 BFRTEBEKRTREITEREE
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Hs=H(ID~||Ti||Verified OK)
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WRIEE AR 3T, 5 WIS 5

[root@localhost ~1# sh /root/hal/sst/sendCameraData.sh

Enter pass phrase for /etc/pki/CA/private/sst.pem:
Enter pass phrase for /etc/pki/CA/private/sst.pem:
enter sms4-cbc encryption password:

Verifying - enter sms4-cbc encryption password:
Enter pass phrase for /etc/pki/CA/private/sst.pem:
OE "I1yve «gRISOyHOSOUL 10, oF

CUXTE I EB5 w oep

FEZRID!

Salted %Y :A+23D" £0E.p4E=r]9

EEI0E RTh!
XshellXshellXshellroot@192.168.2.103's password:
cameradata.sms4

ID.txt

sstTime.txt

ID.sig

sstTime.sig

cameradata.sig
MAREFFLIZEFHEE R R
[root@localhost ~]# [

MEEFERLEL!

«p=8i[M|C"-:|OHy#_;I68=".M6'> |2Kif

B0 0dX CB"OF!UD0 Zh0Oo ¥ ©]364YBE
100% 48 0.3KB/s 00:00
100% 21 5.0KB/s 00:00
100% 43 6.2KB/s 00:00
160% 71 17.4KB/s 00:00
1e0% 71 9.4KB/s 00:00
100% 72 17.8KB/s 00:00

6 IRk C MEREERMSITEREE

® 4sst +

c1od  [NETRIRN - 3w

[root@localhost ~]# sh /root/hal/lyg/sendCameraData.sh

Verified 0K
Verified OK
Verified 0K
Verified camera data OK!

Enter pass phrase for /etc/pki/CA/private/lyq.pem:
Enter pass phrase for /etc/pki/CA/private/lyq.pem:
Enter pass phrase for /etc/pki/CA/private/lyq.pem:

root@192.168.2.101's password:
cameradata.sms4

ID.txt

lygTime. txt

ID.sig

lyqTime.sig

cameradata.sig
EEFPEEZESHES . HER. MEHEAT!
[root@localhost ~]# I

100% 48 0.7KB/s  00:00
100% 21 3.8KB/s  00:00
100% 43 12.3KB/s  00:00
100% 71 3.4KB/s  00:00
100% 72 14.0KB/s  00:00
100% 70 16.8KB/s  00:00

7 BREIER R MEBRIEEWSITEREE

(15) IDR||T12l|[Eskr[H(IDg[T12)]||Eskca
(T4|[1Dr[|PKRr)
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(16) [F(2). (4)s (6) IR M52 SK % th g Rt
TS5 S, AR 55 2% SHA AT 77 3t A2 B P 2%

RO
(17) 1Ds||IDR||T13||Esks[H(IDs|[IDg||T13)]||[Eskca
(T7||IDs||PKs)

k55 45 S 1) 2% FH#8 R AL B i« B [AJEK Ty CXY
IDs||IDR|| 131125 % Esks[H(IDs||IDr|[T13)], LA CAZE R
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