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Abstract— In order to improve the efficiency of IT operation and maintenance, help enterprises to proactively monitor
and manage servers, and reduce the operation and maintenance costs of enterprises, a set of automatic operation and
maintenance management system is developed. This system uses Ansible technology as the main automatic operation and
maintenance tool, and utilizes the Ansible Tower automation management platform with visual interface provided by Red
Hat as the Web management platform of this system. It mainly consists of automatic detection and monitoring module,
alarm information module, springboard machine module, and online system management module. Through automatic
detection and monitoring script, the fault node and fault information can be notified to the operation and maintenance
personnel in time, so that the operation and maintenance personnel can proactively, timely and efficiently understand the
system situation, and make corresponding online and remote processing of the server. Thus improve the operation and
maintenance work efficiency, reduce the burden of work.
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2.2 Ansible Tower
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“systemctl start sshd” 72 JA 2l »
4.1 BN iR

T H R B SR I iR P B B B is
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user="iostat -c [awk 'NR==4 {print $1}"

sys="iostat -c [awk 'NR==4 {print $3}"

iowait="iostat -c [awk 'NR==4 {print $4}"

idle="iostat -c [awk 'NR==4 {print $NF}"

util="echo
"scale=2;a=($user+$sys+$iowait);if(length(a)==scale(a)) print
O;print a" |bc’

#iE ¥ RAE

max=50.00

#H be S /NELELEL true: 1 false:0

bc="echo "$util>$max"|bc’
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total="free -m | grep Mem | awk ‘{print $2}"

used="free -m | grep Mem | awk '{print $3}"

free="free -m | grep Mem | awk ‘{print $4}"

#E5/INT 1.0 I AT MBS 0

util="echo
"scale=2;a=($used/$total)*100;if(length(a)==scale(a)) print O;print
a"|bc

#il E R E

max=50.00
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#oe X /NETHEER true:d false:0
bc="echo "$util>$max" |bc’
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array=(docker sshd php-fpm nginx mariadb zabbix-server

zabbix-agent zabbix-agent2 )
for i in $ {array[*]}

ZS1IPN

21

do
systemctl status $i &>/dev/null
line="echo $?°
# 1[0 FoRMRSS IEEBAT 3 KRR RIBIT
if [[ "$line" == "0" ]];then
echo -¢ "$i-—--R % IETEIZAT..." [tee -a $logfile
elif [[ "$line" =="3" ]];then
echo -¢ "$i----R 55 KIBAT
$logfile
systemctl restart $i &>/dev/null
# 1R8] 5 LR RSS A B R
if [[ "$?" =="0"]];then
echo -¢ "$i----R % H JA I, IETEIZAT ...
else
echo - "$i-——-2£1X H J5 K" |tee -a $logfile
echo "$ip k5% %% £ 1081 RS- RIZAT, IR B B R,
TERIA ! " |mail -s "R ZS IR T PRIE A" Smail
fi
else
echo - "$i----R %R 2! [tee -a $logfile
fi

ARSI ER B E)." |tee -a

" |tee -a $logfile

done
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F—, 2% mailx T H,

5B, BB B SO fete/mail.re, I 0 A1 S HE AR
SHCNEWT .
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set from=***@qq.com CHRFH L)

set smtp=smtp.qq.com

set smtp-auth-user=***@gqq.com CHEFEHLIED
set smtp-auth-password=*** (HEFE ML %59
set smtp-auth=login

=00, B %/ete/hosts ST, ININASHLIR 44 @ BT o

FE, R T, WE S B RIER QQ
MRAEHhhE, FO AR N2 N4, TP Hohk. A
gh S WREAE R RTIET A] .
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AR LA s 1 Webssh T H /& Linux #:4F
RGN — NP TR, &3 EA AL S i
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0, %% python3.6 LA _EIRA
BB, TF# Webssh LB K466 3 A AR 55 2%
=00, X T HRA AT AR 5 AT R P AT
ﬁ%
S0, B KRETFAL 9999 i 1 (% T B (K BRAIG
158 9999) .
FHAL, PATHIES -

4.4 RFELETBIRIR

(1) MRs5E B
S5 BN, TR RE R R GRS HEATRAE,

SAEEERSIRE. BAIRS . FIERS. EER
%
O BEERFZIRE, LL“systemctl status Jif 45 44

PR 20 55 B AT RS

read -p "IN\ IS5 44 FR [ 1E F 2846 40 ) -
for i in ${name[*]}
do
state:‘systemctl status $i [grep -w Active |awk ‘{print $2}"
if [ "$state” = "active" ];then
echo "$i k% IETEIZAT!"

echo "$i Ak Kigfr"

" -a name

else

fi
done

@ JHBIHRSS, ilid “systemctl start [} 55 4 FR w2

JAZNRS . ZIIRERZ AR I
read -p " AR S5 L BR[HLEE H S0 7] :
for i in ${name[*1}
do

systemctl start $i &>/dev/null
if [ $? -eq 0 ];then
echo "$i AR 55 JE BRI
else
echo "$i k55 JE 3 kMo
fi
done
@ 15 1ERSS, Wil <systemctl stop IR ZFR S
151z S . IR ARSI T

" -a name
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read -p " NSRS 4 FR [t B 2 4% 0 B -
for i in ${name[*]}
do
systemctl stop $i &>/dev/null
if [$? -eq 0 ];then
echo "$i k5545 (LT
else

echo "$i IR 5515 1k R o

" -a name

fi
done

@ HJFRS, il systemctl restart R 55 % F5 i
éiﬁﬁ%%oﬁm ERZOARAS IR :
read -p "Hi NSS4 B[RS F 246 2 f
for i in ${name[*]}
do

" -a name

systemctl restart $i &>/dev/null
if [$? -eq 0 ];then
echo "$i il 55 B8 B
else
echo "$i Ak %5 55 S
fi
done

(2) B Kha g B R

B Kt BB, T2 BT e AL X i 1 5 #EAT R AT
I3 TEIRC 11 5% LS 11 B2 CLF B0 o 1 413

@ Frenm I, e AN S, A Wi
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G, BRESGH, AARRZ DS AT, kAT
Ui I GRAE, i E R, BIELSR.
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read -p " AN ZIF I3 S (HUE S #20B8): " port
array=("$port")
for i in ${array[*]}
do
firewall-cmd --list-port |grep -w "$i" &>/dev/null
if [ $? -eq 1 ];then
firewall-cmd --zone=public --add-port=S$i/tcp --
permanent &>/dev/null
firewall-cmd --reload &>/dev/null
echo "$i ¥ifi IR ZhFF A"
else
echo "S$i ¥ I CLFF I, G 7 A RFF T80
fi
done
echo -e "\n------ CLTF I 3 [ 51 -
firewall-cmd --list-port
@ KT, A5, FUCHIT %
el LR HEWBZm S ERM, WA
B BRESR, E AW BRI HOR KM, RT3
R, MR, B

ZIREAZ OARAS AN R .

read -p "N B A S (L 2SS 40BR): " port
array=("$port")
for i in ${array[*]}
do

firewall-cmd --list-port |grep -w "$i" &>/dev/null

if [ $? -eq 0 J;then

firewall-cmd --zone=public --remove-port=$i/tcp --

permanent &>/dev/null
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firewall-cmd --reload &>/dev/null
echo "S$i ¥ [T RT3 1"
else
echo "$i ¥ LA TFH0"
fi
done
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