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Abstract—This paper analyzes the various security risks in the Bluetooth protocol, ans study the security solution
suitable for the application scenario of Bluetooth door locks in cars. We propose a symmetric and asymmetric
cryptographic system model using the SM2, SM3, and SM4 algorithms to construct a Bluetooth user access
authentication and authorization system and ensure data security, and design a public key trust mechanism that does
not depend on a network and CA certificates is proposed. This technique solution uses a method of binding keys and
Bluetooth device addresses instead of CA certificates, so that the devices with the same encryption key and corresponding
Bluetooth device addresses are trusted. Experiments results verify the effectiveness and feasibility of the proposed
solution, and show that the proposed solution can effectively address security risks such as identity fraud, data flow
analysis, data theft, data tampering, data replay attacks, and communication business denial, and meet various security

requirements of Bluetooth door locks in cars.
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cheng@cheng:~/dev/bluetooth/build$ ./bluetooth_module

7f2c03367c71ce8fd82f57b3dd6094a3

R GER R . ..

pin: 0x555893c172c0O

token: 7f2c03367c71ce8fd82f57b3dd6094a3

pub_key(car): ----- BEGIN PUBLIC KEY-----

MFkwEWYHK0Z12jOCAQYIKoEcz1UBgi®DQgAENgb617awcY fbNAEcQgWbVk0sibnX

ToAHFFOsQPcVgwxPzQepX+ndPKVeh/L4FU1zcZ1KdwNdk4Db+3MwUmbC7Q==
----- END PUBLIC KEY-----

pub_key(mobile): ----- BEGIN PUBLIC KEY-----

MFkwEWYHK0ZIzjOCAQYIKoEcz1UBgiODQQAE7kDPOoGfE8qLIhIq0yzKXSY60omQx

d8dnKKNBAC1tfg6pt3VITni2qiqUs2p+4qIGc57XEOLNWBpM]j KY4E7IThQ==
----- END PUBLIC KEY-----

randomA : 2baad94882c6503025f91447e25f3711
randomB : 5934f1672a003f843ff128cb9a7be8cd
randomC : 1a62aa666643f47d66b5d6e70e140ea2
W L h !

P B —OERER . ..

randomA: fc7325d23697abbef6be3a289dffeael9
randomB: 8d00eclaal2837071ca248c3bd5b6965
randomC: 3d858a529c47c8d3d04902b1ff19cf79

ERIRT), T UGERRTRE R
IEAE L e H O . ..

BB R, HAG . ..
W] B L 5E %

1 FEFFRYMERE

o ZEHE A BEHCE S B RS Bl 28 v B (0 508
f5)E, WEIHEH SM4 i, U\ﬁﬁi)ﬁﬁﬁiﬁz%&ﬂlﬂﬁ
BT SRAE AT 1RO Ao TR AR, AR 988 s i) A5 0 T 1k 2 15 2
AR BT B PRI R, 80 T i Huk
ANGE IR VI AE B o AR B ARG UE b GE S
B, WIEEHT recent_timestamp, B BET 44 1 Bl
TR [RIER, FR A A2 A2 B2 N A AT b B

(4) HARARHISEEL

© Fhd2E e A REHLEA: BReR 2, SR T
DAFE 2 B AR B BEA LK 2, M T- OpenSSL, 7E4#
FHIC R |/, 75 Z 56 A RAND poll () BREHIUG1L
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%‘?ﬁ‘%% A A% 50 24 S 2 Y FR) A B 4 22 4 it
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cheng@cheng:~/dev/bluetooth/build$ ./mobile_terminal
VIREREF SRR ...

enter PIN: 7f2c03367c71ce8fd82f57b3dd6094a3

{HPINGY: 7f2c03367c71ce8fd82f57b3dd6094a3

token: 7f2c03367c71ce8fd82f57b3dd6094a3

pub_key(car): ----- BEGIN PUBLIC KEY-----
MFkwEwYHK0ZIzjOCAQYIKoEcz1UBgiODQUAENgb617awcY fbNAECQgWbVkOsibnX
ToAHFFOsQPcVgwxPzQepX+ndPKVeh/L4FU1zcZ1KdwNdk4Db+3MwUmbC7Q==
----- END PUBLIC KEY-----

pub_key(mobile): ----- BEGIN PUBLIC KEY-----
MFKWEwYHKoZIzj0CAQYIKoEcz1UBgi0ODQGAE7KDPO0GFEBQLIhIq0yZKXSY60mQx
d8dnKKNBAC 1t fg6pt3VITni2qiqUs2p+4qIGe57XEOLNWBpM] KYAE7IThQ==
----- END PUBLIC KEY-----

randomA : 2baad94882c6503025f91447e25f3711
randomB : 5934f1672a003f843ff128cb9a7be8cd
randomC : 1a62aa666643f47d66b5d6e70e140ea2
VIR Tl

CURERR SR A . L L.
data_size_: 206
randomA: fc7325d23697abbef6e3a289dffeael9
randomB: 8d00eclaal2837071ca248c3bd5b6965

randomC: 3d858a529c47c8d3d04902b1ff19Cf79
RIS, UG R G5 5

.....

o) 5, W i : 1, wa iEdE:  hello!!!!
cheng@cheng:~/dev/bluetooth/build$
Sl s—= 4=
MR BITER

PIRBENLYE . BT oA B REHLEOCA L A 2 2 4
(K1, Bl DAEIX — 25 HOEESROM [R) R i A\ 4 RE A5 2 AT ]
i S8 1

® WRHELh PIN F34E % token F1 uid I %L. 7E
A3, fh PIN A4 ELHECFIAE token, uid HXfh PIN
AT 2Byte.  PIN i32&—A 16Byte (1252 %
APBEALEL, AR B ik aT LAt R AR AR ag (1 #4H,
Pk PIN 65 7] 4 F1E token.

@ HFZUCERETRINE LR, o
SM2 X EuHE I , SR 5 % % A8 SM3 e A i 2
B Ja X I T4 .

© MT ZIRIEZR A MRS R, o %3
fEFH SM3 FLESRATIS A 22, Kl 2 00 e Sk AT
1%, s e AT R .

© HIT i {5 mhn 2 A& 44 s, el i
SM4 SLEXSHUE A, SRJE A SM3 SRR 3 SOKR
THGAMEL, BUGMH SM2 BIEXM TS 4.
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@ FTHs 1815 5025 Mg 2 ek B, Se ) SM3
SRR HE SORAF W A 1 2AE SRR SM2 kit AT
W%, WA SMA FLHAT iR .

(5) FEFFIIEREM K

ASCT7 EEPEREM AL RN 1 Fror. Bl
NEFGE YT H &, AR sl % im N 1 T
A H &

TEREF R, ZEHE TR 78 sh i N e 3048
RSP PIN RS H-FT B, £ 5h 283 v A 2h Js 4\ 1% 05 PIN
£, AR J5 8 PR R BR 08 1% 0 PIN A et B2 f uid
Al token, FF1%H token 1F A% %5 5H € AT IR 42 1)
M. TTLUEBIHAFEFTEN I AHE B UL L =B
WL SE A — 35, 0T DUIE B ZE 8008 BT uid . token.
W& bk AR SR IE R, RO IR R AT g @ s, A
R ATIE B IR BRI B X BRI R 1 A £
AL

TE Ok, R BT BRI BENL 4 —
, A LU AT ) UG R A N A S R E X
RN DL 242 . IR, AT, i )k
PARLIR o iR, FEFFRAERATIEM, ARESTHAT.

4 LERGE

AR T FHIE T IO Z T RER K, St
TR TR R T 5o 207 RBLE T

WA TT 3, RPN A 238 45 DAL 22 4 28 A5
N T RN AR T TR e e R OR, A S
THEESEE. BFRAEOR . W RS HRIE R H
PHENEN R GER AN 22 4= T A )
PRAAEXI RS PIA R, FREH] C 1 F SR SEH 1
WICHRH IR T S BB S AR SRR A 191K
P IE . ASCIAR R TT SRR, BAT AT R
ARAEMATE . FEFP I PEREI UL 1 A ST 1
AIAT A R

2 2 XMk
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