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Abstract—This paper analyzes the financial transaction system with current design flaws and security risks in the
technology used. A security model for the financial IC card transaction system based on the national commercial
cryptographic algorithm is constructed, and a secure communication protocol for the financial 1C card transaction
system is designed. In the existing workflow, national commercial encryption technology is used while improving the
financial IC card transaction model. By using Linux system and installing Gmssl national encryption toolbox on the
system, the operating environment of the financial IC card transaction system is established, achieving secure data
transmission. Security analysis shows that the financial 1C card trading system model can resist active and passive attacks
launched by hackers, and its security reaches the level of finding the discrete logarithm of an elliptic curve.
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