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Abstract—In order to provide a stable and reliable basic website deployment platform for enterprises, it is necessary to
build a high availability website cluster architecture, the architecture must support high concurrency, high availability,
low latency, to ensure that the enterprise website can provide stable services. The overall architecture is built by free
and open source software. Firstly, LNMP is used as the basic framework. On this basis, adding a proxy to distribute
the user traffic to the server, which can effectively alleviate and shunt the pressure of user access, greatly improve the
efficiency of the server in responding to data, and achieve load balancing. keepalived High availability is configured in
high usage agents and databases to ensure uninterrupted service. Monitoring is added to monitor the status of the
cluster, and anomalies can be handled in time to ensure that the cluster architecture runs 7*24 hours. The database
configuration is the master and slave of each other, which can backup data with each other to avoid data loss or
damage. The fortress machine is built to manage the servers in the cluster. Configure firewall to prevent network
attacks and protect the security of the architecture.
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77 W] LUK ] Keepalived ¥ 14,  Keepalived miJ #2456 il
55 2% BPRAS R A B TG FHRIMLAS , XA FRA Tk AT
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REV /D BAMLIE 77, BRAR AR, FRIEIRSS iR e 1.,
YZJERCE Keepalived, WHGREHBENLT, H—
SR LIS, ARG IERisfr. 4tsh vIP
BEFH 71

(2) WEBJi% 2

WEB i 45 A& AbEE FH P i >R 1 - WEBHR$E I P 1975
) 755K, AR ¢ B EE 72 . web Al php R 45 28 ARG 2%
A BEHA FH 212 6 web SR 89 In 42 kg v F s s v . it
ERG G, H— &R A .

(3) HELFWHE

HLE ik 2 Shweb Fphp R &5 sy b AT L =2, 7EH02
W s B T DA B B A L A7 A 2 AT RS AR, X R
webAlphp R 45 2% g e = B ACHD, AT LAyg/b 308 ) il
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REMN, RUEA FRIEHE 2E B s AR RE R0 . iz 2
HEKeepalived, 4—a5HL T, H—HATLAEEMH,
TREEZEA IR R 12T« SR BEEBRVIPHEF 5 1] o
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4. 1 ERE Web PR5585

web 254 php ARk 4545 —if# . Web Server F1H]
PRI PR O FE R JFah, FH P iE R RS Web
Server |, Web Server Ix2iEK )5, HEREEATI,
Web Server 5 Wt F 1% SR & I& )3 1, %7 Server Jii
124 80, kil KRB EL A, Akal a5 2% 1) o
M, WWresla, w520 A AT R, AT
php AR5 2%, B b mariadb 098 %, 25 R AEA,
O NN AR b, A RN ARG,

3

P bt HTML Y50 R 00T, SRR RIS, X
HEAWANLRE, —DNERERE, — AN,
MM SEEL Web s TAEGURE, I BL URL bk 07
IR 55 4 A& B » AR 554 Xt P FR) R REAT Ab B,
SER T BEA R o LA K K e i 1 X s A S P

Webfii 5% # SE LA SR AN T
@© 2% Nginx k% .
# yum -y install nginx

@ FIHF9miH Nginx sl 5O B S I 3l SO
server.conf JEA conf.d H 5% = 77 {5 ¥ sl 1) 3y 55857 B
W B MR 4 i 1N 8080, JF 4R s BT RN M H 3¢
Ivar/wwwi/web.

server {

listen 8080; #$5 52 MR 45 FINAWT SR 11, #1134 1--65535 [{14&
il

server_name www.heyufeng.com;

charset utf-8;

access_log /usr/local/nginx/logs/heyufeng.access.log main;

location / {

root /varfwwwi/web; #F& 5E v 543 [aIHR H 5%

index index.html index.htm;}

error_page 500 502 503 504 /50x.html;

location = /50x.html {
root /usr/local/nginx/html;}}

@ B 5 H st var/iwwwiweb 755 5h Nginx.
#0)E H 3 mkdir -p /var/iwww/web
#J55)  nginx /usr/local/nginx/sbin/nginx

4, 2 ERE PHP BRS

php AR5 4%, FORACHE SIS . BATTUG 1] WX
W, 2 RBUEH 4 AN Z html, A1) php. asp. jsp-
ruby. python Z5ulaE HAt T A B 5T, 3X M 5TFRAT]
% T AE B Ak B B 25 B 1 R 55 4 R AL BRI KB A Bt
Ji, web AR 2% RS S U PHIR A EE, BR T
HHEE S, FERAES . e HFRATE Y ) EE
JERF AR T IELE HTML 803 B S5 Fi i 48 SO PR 2
Vi I, AZRTRR A B A5 R 55 48 A i SIS B8040 e 17 17

PHPJIR 55 #% SL B BR 40~
@© M 4 PHP AL 226 3 Linux R4,
@ g ivariwwwiweb 3 £ H 3%, B3I PHP.
#EUEHE  mkdir -p /variwww/web
#Ja 2] PHP  Jusr/local/php5.6/sbin/php-fom

4. 3 RIBRFH[ECENE

Web 1 PHP i 4% %% /& i@ i Nginx_Proxy %3k 5k
U BB, B AR AR 55 2% = B I &2 Nginx
BB N2, WHE upstream FYHERES Akl
Nginx_Proxy Z2f i 2 Fros, M B XL &
Keepalived i& 2| — & (1 35, H i@ VIP kUi
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Py B AEE, W SRACEE 15 0L, AR 2 IbRedk TAF,
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VIP
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R

FAFELVIPHEE

Nginx_Proxy-1
192.168.1.11

Nginx_Proxy-2
192.168.1.12

2 Nginx_Proxy Z2#4[&|
(1 RERS AL IRIT .

@© i iE U EE Y 2 B S vim nginx.confs

@ http 5 £ R, A0 upstream 5 £, K5 Ay
4 webServer Fll phpServer, [t # 25 5 #1515 1R 5%
ar IPAEE, B, SRR RIMCIREORIER I I [ o

HERANSEIONE, WE T weight AUE L, ATLL
FR A 73 B AT 5%

upstream webServer {

server 192.168.1.13:8080 weight=1 max_fails=3
fail_timeout=10s;
server 192.168.1.14:8080 weight=1 max_fails=3

fail_timeout=10s;}
upstream phpServer {
ip_hash;
server 192.168.1.15:9000 max_fails=3 fail_timeout=10s;
server 192.168.1.16:9000 max_fails=3 fail_timeout=10s;}

fic B 2 15 £, 43 79 2 webServer 427 F11 phpServer
/. 1130 1.14 &F & web a4t IP, 115, 1.16
FEW & php IR%54% IP. Nginx [ upstream 1 £ BRI\
SRR M S 0 BOAT 55, XK, 15 R Iy
SE I [ BEAT /0T, 5 SE 4T (A3 3R 43 Tic B AR A 284
)5 i R 45 2% b o IX LA webServer % HEBUE LL )y
S, anith— R SR At AR A L ) S K
fic. . *K5 phpServer #% ip_hash 77 20k B 3 67, IXFE,
TSRO IR 1) 1P B ) hash 45 BB K, %
RN B i B 55 i A2 IR FF AN AR IR, RO T session A
R MR, AR — RS AENL, B A shE 7Ekdy
i A bR, I HA 2 B2 1) IR H 1817 .

® FRMECE server i fE TS, fFTE
lusr/local/nginx/conf.d/ H 3% F J5 /5 8)) nginx. ZHFEA
REAFTE—A>.conf PRI AL & SO BLE AT T: server {

listen 80;
server_name www.heyufeng.com;
charset utf-8;
access_log /usr/local/nginx/logs/heyufeng.access.log main;
location / {
root /var/wwwi/web/;
index index.html index.htm;
proxy_pass http://webServer;

proxy_set_header X_Real_IP $remote_addr;

proxy_set_header X_Forwarded-For $proxy_add_x_
forwarded_for;

proxy_redirect off;

proxy_connect_timeout 30;

proxy_send_timeout 15;

proxy_read_timeout 15;

fastcgi_connect_timeout 30;
fastcgi_send_timeout 30;
fastcgi_read_timeout 30;
fastcgi_buffer_size 64K;
fastcgi_buffers 4 64K;
fastcgi_busy_buffers_size 128K;
fastcgi_temp_file_write_size 128K;
location ~ \.(php|php5)$ {
root /var/wwwi/web;
fastcgi_pass phpSerer;
fastcgi_index_index.php;
fastcgi_param SCRIPT_FILENAME $document_
root$fastcgi_script_name;
include fastcgi_params;
b3
(2)  Keepalived i 5% %255 8 S0 B

N T R 5 A% BRIA B v Rl R e B
Keepalived, SZI77 33 B2 @ A& e 19 32 i B S
4, BLE vrrp_instanse T ARSI, ARG ESLH
Keepalived XUHL# £ .

@© FTIT 34w Keepalived.conf fic & 14
#omHEC E S/ vim keepalived.conf

@ BE router_id, N VI-1 A1 VI-2 BN R,
BoE E4, 4lid, g, FRRERANE, %5,
Rl VIP.  keepalived 5 S lC & U1 R -

global_defs { router_id keep_11} #F#L ID
vrrp_instance_VI_1{
statt MASTER  #FHL
interface eno16777726 #45:E M
virtual_router_id 50  #FR/RMPEEIR %A% — AN
priority 100 #fRJCALE, WL H E S BN EL
advert_int 1  #[RBAMINE (1)
authentication { #%19, PBHANARIEMIAT SUMA
auth_type PASS
auth_pass 1111
virtual_ipaddress {  #FE1Ll VIP
192.168.1.10
}
}
vrrp_instance_VI_2 {
state BACHUP
interface eno16777736  #45& M &
virtual_router_id 55
priority 100
advert_int 1
authentication {
auth_type PASS
auth_pass 2222

}
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virtual_ipaddress {
192.168.1.9

Pl

ARG B SEIL A% B G AN A RS 2%
(S_1F1S 2) FArylBcE VI_1 M V2 F5 8, Xk
AT~ NE MASTER, —/M 4% BACKUP, iX
FE 2 GRS #A & . S_1 BT sifc B R
VIP y 192.168.1.10, S 2 M= AECE BN VIP N
192.168.1.9. 1T Keepalived i MASTER J& 45
FRE SR 2 iE i MASTER 7 18] 11, 4 it R B B
T RN AT 2 6 RS54 48 & MASTER, —&
9110, —HA 1.9, XA VIP #igdtes P kT
i In), X FE SRR B B S T — % [ kI 1

2 MASTER &8 1, 578 a5 48 ik
— AN REEB T TAE. MASTER k2552, a5 kil
I VIP 3 B AR S5 28 A B () IP AR 40X 6 IR 45 28 H A 5
FNK, RECHFERLEH—HEZE MASTER.
WA E BN VIP B4 LE R — A1 s iR 4545 20
2NN E S H O o4& MASTER, Ki% VRRP Ei5{E 5.
Ml B AR S AR AR E S, Bl R eIt
%, WER A=A MASTER . WAL 26 . #F A1
SMERNEUE IPAE, WA 1P E & KA MASTER.

® SLENEED keepalived IR55, IF%EHE

# systemctl enable --now keepalived.service

4, 4 HEFMHIRSZRIBE

Storage JLEAEAE, FEIRAG T LHH 1A 4 C B AL
RAID10 [31 CHARFEFIZT) , R)51E RAID10 [
e 2 HAb R 55 25 H

S =7 RS S S IS R A

O MRS 2N B, C. D. E PUHufgi#.

@ 2% mdadm K (i RAID10 FHFEFAD
# yum install -y mdadm.x86_64

® fI# RAID10 A1 H:# H S/webData.

# mdadm -Cv /dev/md10 -a yes -n 4 -1 10 /dev/sdb /dev/sdc
/dev/sdd /dev/sde

@ ¥ RAID10 fisf LVM 43X, {8 T4 s,

#AINYEESE:  pycreate /dev/imd10

#0354 vgcreate webData /dev/md10

#0HZ 3% Ivcreate -n Iv_web -L20G webData

#EARIZHEE:  mkfs.xfs /deviwebData/lv_web

® ¥ Iv_web 5, FFHLEBINE.

# echo "/dev/webData/lv_web /webData xfs defaults
0 0" >> /etc/fstab

©® % NFS kRS, BaIFREIILEE.

#22% NFS %5 yum install rpchind.x86_64 -y

#IHEN IR E S systemetl enable --now rpcbind

5

@ JwiBIE NFS (R E SO, H3) NFS IRkR% .

#WBESCPE vim fetc/exports

/webData *(rw,sync,all_squash,anonuid=99.anongid=99)

# systemctl start nfs #)3 30 nfs

® Web Jz PHP JIx 55 S5 S S s B A i 1

# yum install -y rpchind.x86_64 3% NFS, 7 nJPASZE:
NFS KR R G

#4: # NFS St 4t mount -tnfs 192.168.1.17:/webData
Ivariwwwiweb/

4. 5 HIEEERRSSEEE

Bl EER S, B RS T A Ak
B, FERIVEHARGE . SR et B —
k. BRI ES . BEERMWE 3 Fiw,
mariadb SCILH MM, HABIRS @ VIP IEEEEE
FE, 4 mariadb-1 %54, mariadb-2 AT LA#EE TAE, ik
FIE AT . NEIEERE Keepalived XUHL A REIA F]
AT B — e It i, BAARCE 2% 4.3 QU
AR 55 25 1) keepalived AR 55 2225 5 .

VIP
192.168.1.20
192.168.1.21

AL

FAFEIVIPHaEEE

mariadb-2
B AHFEN— 192.168.1.19

mariadb-1
192.168.1.18

3 mariadb Z244 &

(1) H¥ e IR 55 2% S B0 3%
O F H yum % % mariadb ) R %% U
(MariaDB-server) #1% % (MariaDB-client) .
@ RBHIFVIEAL mariaDB HkE, wITHLE .
# mysql_secure_installation  ##J4A LA
HAFMABMEFEERS, 7£ENFED A 5
fih B hn 7T EWIE D MR bin-log (HEDY ,
Keepalived f Rz 1P SUFR VIP WAL PN B 122, SEHI
ip ERE R LA T 2 AT — E— ML —EZ N8
AR, XA AR IR B HRE I = e
HREMNRREE 4 i, BTG H 2
master_1 F1 master_2 #5:2&i@1d io ZeFEKi132HX bin-log
HESXHN s, 25 M o R 7E bin-log H
S A EBE S N relay-log H &Y, RIGHER
o sql R AHAT AR S N B EHEE . il B
mariaDB .24 3= M AT LA £ i Sy [R5 2 o — MR 5%
e, BRI RR .
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relay-log

E1}5%

sqlgEiE

relay-log

4 BUREEEAEMNRIE

(2> HNFENEBULITRIMT

@© 43 5I7E mariadb-1 F1 2 AR 55 s ALK 5,
25 IR 55 25 6 53 i o5 a2 ) [m) 20 H AT H .

grant replication slave on ** to
'slave’@'192.168.1.19" identified by "heyufeng”;

grant replication slave on ** to
'slave'@'192.168.1.18" identified by "heyufeng";

@ 4 5¥T T4 %5 mariadb-1 1 2 ] server.cnf fic B
A ZBCE ST

[mysqld]

datadir=/var/lib/mysq|

socket=/var/lib/mysgl/mysql.sock

server-id=18

log_bin=mysql-bin

relay-log=relay-mysql #JT 3 — k| H &

relay-log-index=relay-mysql.index #J1 5 4k H &

log_slave_updates=on

auto_increment-increment=2

auto_increment-offset=1

® i) MASTER ff —tHIRA, File 212 HE
4, Position ¥ MM E, X2 MNEHELE slave i &
FEHT.,

@ MBCE MRS % (192.168.1.18 1 1.19) , HiIA
FIRSS A 1P, i N H T A1 2 H T 2 i K 5 %5 6,
O\ LT A e R 0 BRSO AR RS
MariaDB [(none)]> change master to
master_host="192.168.1.18',master_user='slave',master_password=
'heyufeng',master_log_file="mysql-bin.000005' master_log_pos=5
298;

SR

CHANGE MASTER TO MASTER HOST = ‘host’, #MASTERihiE
MASTER_PORT = 2306,  #MASTEREE]

MASTER_USER = ‘slave’, #MASTERLBIEMEFE

MASTER _PASSWORD = ‘heyufeng’,#MASTER FEIEERIMEF 2D
MASTER _LOG_FILE = ‘mysql-bin.eeeees’, #FileZIfIEME

MASTER _LOG_POS = 5298;  #PositionIEEERE

® WS MIIRE start slave; A E slave (R & 75 A
1), Wafx: Slave_10_Running A1 Slave_SQL_Running
MEN YES, TR .

©® BEH AT NET BT, 2AlTE 2 6 ks L
B PE, mariadb-1 Fr#d test_1 %, mariadb-2 #r
7 test_2 .

MariaDB [(none)]> create database test_1;
MariaDB [(none)]> create database test_2;

(@ show databases 7F 2 & 4l 4> A B, W
FERRER BIHT M) 2 N, RonH NEMN M.

4. 6 ISIERARSBEREE

PATIE T Zabbix SKIHAENRT RS 41 cpu, AT,
fiAE, W, AT, SR 2 Zabbix i
R “ Template OS Linux by Zabbix agent” . Zabbix
SR 2 PR 55 2 A5 AOREAT B K B, SR
i1 55 265 5 A i o ) AWK DT R AT R s DL R E
MRSH., PRFEmRS S, 2R agent2 77 xR
A RS AR AT B R . RS ARl e agent2 K%
s, 53 MariaDB %4 =, [F]I A php+apache
SIAE web B,

(1) AR 55 o 42 Ak 55 4% SEBUE BN T

@ %% Zabbix J7, SRJ5 1204 Zabbix ¥ 1T 84E
BT B H, AT 4 BT SO
# rpm -ivh zabbix-release-5.0-1.el7.noarch.rpm
#sed -i
'stthttp://repo.zabbix.com#https://mirrors.aliyun.com/zabbix#'
[etc/yum.repos.d/zabbix.repo

@ %% Zabbix r%. %% scl TR, i scl
A LLEAT 2RI PR, H A2 H AR
R RGBT (BRI N AR B A )
fic & i\ Jopt/rh/ )
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# yum -y install
centos-release-scl

@ 14 zabbix-front Aj %R, Ff[zabbix-frontend]
N1 enabled=0 &4 enabled=1.

@ 2245 Zabbix FomgE, 2R H] scl FEET .

# yum install zabbix-web-mysqgl-scl zabbix-apache-conf-scl

® %% Zabbix T FIEE 2, X Bi%E$E mariadb
BRI . 2S5BS MATNLE S, VIR .
#2223 HYE I yum -y install mariadb-server
#AEIFE S systemctl enable --now mariadb
#WIHAAL BRI mysql_secure_installation
® “mEEEEH T, DLk Zabbix BT B
BFE.
#B17 % create database zabbix character set utf8 collate
utf8_bin;
#ASINA P create user 11@localhost identified by '123456';
#9 FH P 42 BEUSE F zabbix 2

grant all privileges on zabbix.* to 11@localhost;

#MF AL flush privileges;

@ f#iFH zabbix-mysql #r4, S A ERE L.

# zcat create.sgl.gz | mysql -uzabbix -p zabbix

&% zabbix_server.conf, BRI FE.

DBPassword=123456

© 124 Zabbix ¥ php AL & 14 zabbix.conf, /5 —1Tt
A Asia/Shanghai .

JR B} Zabbix AHKRS5 4%, FBCEHEE).

#  systemctl enable  --now  zabbix-server.service
zabbix-agent.service httpd rh-php72-php-fpm.service

Y7l N : 192.168.1.100/zabbix K5 : Admin
200, zabbix

(2) %/ 4 R 55 % LU R AT

O IR P IREAY: Zabbix_agent2, Fla kS 5%
AT HHG R
@ WEIEFNE, BXESE—EE.
# ntpdate -u ntp.aliyun.com

# mv /etc/localtime{,.bak}
# In -s /usr/share/zoneinfo/Asia/Shanghai /etc/localtime

® f—EREaRTHIEM agent2 FLE X/, A
5] 2 IR 4% 289 2 Hostname BN H S EHLL .

# vim /etc/zabbix/zabbix_agent2.conf

Server=192.168.1.100

ServerActive=192.168.1.100
Hostname=jumpserver

@ ¥ )3 zabbix-agent2.
# systemctl restart zabbix-agent2.service

4. 7 RENIE

Jumpserver #& python FF R — NI RS, TILA
SCHLRTBENLITE DIRE . A0 ssh sRm e o s oAt iR 45
AT EE, B un A TR AR AT
L, S PR I3RS GPL A . jumpserver €8 22 K152

zabbix-server-mysql  zabbix-agent

-y

oif

7

I E TR A E — LS A, A ARSI R )
hfie, 1817 J5 & I 75 ZHE A I Python3 fif 4 . MySQL
BAGEE. redis ZZAFEIEE . 4235 Noinx SRACFEZH 11
web T . Jumpserver ZER U1 5 s

(1) jumpserver &2 LB ERGR
@© #E% yum W 2B, BT TR AR
@ 2% MySQL $ls FE I Ja 3l JEWIaa 0 2R

@ gt jumpserver s EAIE I IR R E R
i3, 25 jumpserver H P #ZELUT A jumpserver 2 IALRR.

mysql> create database jumpserver default charset 'utf8'
collate 'utf8_hin’;

mysql> create user ‘jumpserver@'%' IDENTIFIED BY
'hyf123456',

mysqgl> grant all privileges on
'jumpserver'@'%' identified by 'hyf123456';

mysql> flush privileges;  #BIHTHZAL

@ yum %% Python3.6 F1 Redis 4 2 7 ) 311,
Redis #7314 6379,

® #5% Jumpserver (CORE) k%355 jms.

# tar -xvf jumpserver-v2.1.0.tar.gz
# In -s /teach_jmp/jumpserver-v2.1.0 /teach_jmp/jumpserver
# Iteach_jmp/jumpserver/jms start -d

© % koko A1 IFJE BN .

Koko A ssh IRZ5 A1 Web £t il 5s, 424k ssh Al
websocket 1,
# vim /teach_jmp/koko/config.yml #2451 & SC 14
B CA T N2 WA IS EUONTE SCHE e F-3hdsn:
BOOTSTRAP_TOKEN: gLNcW1hflirc1TuM
LOG_LEVEL: INFO HE, FFH
REDIS_HOST: 127.0.0.1
REDIS_PORT: 6379
REDIS_PASSWORD:
REDIS_CLUSTERS:
REDIS_DB_ROOM:
#)5 30 koko AlR%s  ./koko -d

™ #E Guacamole 414

Guacamole & Apache BERHLIIE, X VNC
(RFB) . RDP. SSH % £ st # il o
#0 Lina 1 Luna 2044

Lina Jyais AR50 . ATomdEfe, R0k 1h m s
W T . Luna A Web Terminal #1 ssh B8R 55

BB B 563 lina A1 luna [E 47 £2.5/teach_jmp H 3%

# wget

https://github.com/jumpserver/lina/releases/download/v2.1.0/1
ina-v2.1.0.tar.gz

# wget

https://github.com/jumpserver/luna/releases/download/v2.1.1/
luna-v2.1.1.tar.gz

A& lina A1 luna B R4 6L & U@ & H oKk H 644

jumpserver.*  to
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# tar -zxf lina-v2.1.0.tar.gz tar -zxf luna-v2.1.1.tar.gz  #fi#
E4

#mvlina-v2.1.0 lina  mv luna-v2.1.1 luna #4 %4

IR T lina A1 luna B sRALR IF12 o 7 FidH

# chown -R nginx:nginx lina
# chown -R root:root luna

© 23R E Nginx 3EE 30,
# yum -y install nginx  #%3& nginx

&8 nginx BC &S0, I IIET AL
nginx -t A& AL & SCHHEYE, oSS A 3l nginx

@ N jumpserver Fisi iU, BEATEREE

Vil ks http://192.168.1.101
f%. admin

K5 admin 2%

SIS ERIEFAPIERRINginX

Nginx < http:

/luna Jui

/socket.io/
SSH websocke

—SSHJ
/guacamole/

RDP websocker

— Luna Lina

ll

jumpserver [@——APLEHE— Koko ’7 Guacamole

Ansible API

? AP

SSH

5 jumpserver Z24&]

4. 8 PoAIE

FIF B KB E AR AR AN 2%, AR5
FKG T BT R RV E AT s 18 L, ¥
ssh 1) 22 iy 152 B A A R VF R AN FEE 5%, IXFERE
RbE T —E M2 ert. RRGEMEH Linux B
iptables T HLiE475¢ M, Linux E 4 5 KBS PIAS,
—/MZ Iptables: netfilter it & T. &, Centos7 hRAZ Hi
) — A BRINBI BT K dih s 18 — A= firewalld: Centos7
T TN NNDE R

B7 KV B

@ FEERIAMI SOREE I, 2 1 4 B sk .

# iptables -P INPUT DROP

# iptables -P OUTPUT DROP
# iptables -P FORWARD DROP

@ WHEMKIEREE BE TRERE A HER
B VR BE R AT B R I Al R IR R
B, HdRih AN shiidr. mRRAIREER, WH
3t A B Ao vz i

# iptables -1 INPUT 1 -p tcp -m conntrack --ctstate
RELATED,ESTABLISHED -j ACCEPT

# iptables -1 OUTPUT 1 -p tcp -m conntrack
NEW,RELATED,ESTABLISHED -j ACCEPT

® FEME Lo REINR RYF jumpserver £
2LV I 22 3 1, I S0V 75 ZE0E 7 AR S5 1 g AT
B iR 2L 22 i B, 5 & YRR O S
R, FE R H M S @,

# iptables -A INPUT -s [Jiiltit] -d [ B ##hiik] -p tep --dport
22 -i enol6777736 -j ACCEPT  #E =B H itk

# iptables -A INPUT -p tcp -m multiport --sport [¥i 157 -j
ACCEPT

# iptables -A INPUT -p tcp -m multiport --dport [ 15 -j
ACCEPT

@ FoVF ping i EHEIL .

# iptables -A INPUT -p icmp
ACCEPT
# iptables -A OUTPUT -p icmp
ACCEPT

® FCVF lo FhlnlHE i il .

# iptables -A INPUT -i lo -j ACCEPT
# iptables -A OUTPUT -o lo -j ACCEPT

--Ctstate

--icmp-type echo-request -j

--icmp-type echo-reply -j
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© BB KB ORAF 2 iptables B, ikE 5 RS
A NG
# iptables-save > /etc/sysconfig/iptable
5 ZERIE
RGN REAR R S ST IR, BT LNMP 2 fil

ZMBATY I, RN T g/ Al i — AN SE A 1 1]
s E T B .
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