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Abstract—Based on the state secret technology, a WiFi secure access system was implemented on the Linux operating
system platform. The system used Xshell terminal simulation software, PKI technology and GmSSL password toolbox
to build a digital certificate authority(CA), which issues digital certificates to user terminals, access devices and WiFi
certification centers, and provides a network trust environment for user identity authentication. The performance test
results show that the system realizes the functions of anti tampering, anti counterfeiting, anti repudiation, anti replay
and anti disclosure, and improves the network security performance.
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