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Abstract—This paper analyzes the network security risks in WiFi environment. Aiming at the weakness of one-way
authentication, based on the security requirements of two-way authentication of state secret technology, an
authentication protocol of WiFi secure access system based on autonomous controllable technology is designed. This
protocol uses SM2-SM4-SM3 national commercial cryptographic algorithm, 802.1x, digital signature, digital certificate,
CA authentication and other technologies to provide secure access authentication for WiFi secure access systems. The

results of security analysis and comparison show that the proposed protocol is effective and secure.
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