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Abstract—In order to ensure the security and reliability of the cluster and better improve the security of cluster
production, this study designs and implements a monitoring visualization system for cluster visual operation and
maintenance. First, use the tool node_exporter to monitor the basic information of the server, use pushgateway and
exporter to collect the middleware indicators, use Prometheus to optimize the design and secondary development of the
system, complete the indicator data collection, indicator data storage, alarm function modules, and use grafana as the
display panel; Secondly, the functions of collecting, storing and displaying host performance indicators, big data cluster
status and performance indicators in the platform are realized; Finally, the user-defined alarm rules for each index, the
real-time alarm function of mailbox mode are optimized, and the multi-dimensional and multi-level monitoring data
query function such as host level and application level is provided, forming a one-stop visual operation and maintenance
monitoring alarm service solution based on Linux platform, which can effectively provide security for all links of the
cluster.
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USER |
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Prometeus] Lokl
Exponer Promtall
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AVBEHE ] Prometheus 2 IR &5 B, £ H
AN[A) ) Prometheus Il 55 RAEA [ Al 55 25 284 g s 4 404
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Prometheus(— > 3K K4E node_exporter [ metrics. —
A HRR4E mysql_exporter ) metric) HZ0 B A
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Prometheus ik 55 A8 J5, 75 E 4T Prometheus ff] master
TAHHTEHCE, R E SN R TR,

Slaver1 Slaver1
% Exp#rter
L i

L}; Mysi

2 SEIERRERGE

- job_name: 'federate’
scrape_interval: 15s
honor_labels: true
metrics_path: '/federate’
params:

'match[]"
V{J0b=llmysq1ll}7
- '{job="node"}'
- '{job="pushgateway"}'
static_configs:
- targets:
-'10.90.104.62:9091'
-'10.90.104.62:9092'

(2) PR 5EA A8 G, AI{E master fR5%
BRI slave IR%s, WK 3 Fizs.

Endpoint State
http://10.90.104.62:9092 /federate [ up |
match(]="{job="mysql")"

match(]="(job="pgsql”}"

http://10.90.104.62:9091 /federate [ up |

3 slaver [REET=

(3) #%& Prometheus %55 mysqld_exporter i
5%, 5Ol B SO E . my.onf, it B B0 R AR 55 A
U 5 A% UUCEM, R ETR.

[client]
host=10.90.104.58
port=3306
user=exporter
password=123456

(4) #%& Prometheus #4555 node_Exporter fiit
%, node_Exporter fi# /5B F[1217, FEACLE Prometheus
f] prometheus.yml XA, 1 AR

- job_name: 'node'
"labels” {
"job": "node"

st’atic_conﬁ gs:
-targets:["10.90.104.53:9100","10.90.104.59:9100"]

(5) M3 AE masterPrometheus [k 4% 57 7] B Xf
slaver FPUACEE I BHE 1247 75 4] o 7F slavel 1Y) Prometheus
W, R node M. WA 4w,
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Table Graph

Evaluation time

upf{instance="10.90.104.62:9100", job="node"}

B 4 slaver! &if &R

(6) 1t slave2 [¥) Prometheus &), HA msyql
I, W S s

Table Graph

Evaluation time

up{instance="10.90.104.62:9104", job="mysql"}

5 slaver2 TifEx

(7) f£ master ] Prometheus &), 7 LLEF|
slavel F1 slave2 FHIFTAEHIE . WK 6 N

Table Graph
up {instance="10.90.104.62:9100", job="node"}
up{instance="10.90.104.62:9104", job="mysql"}
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[F] I X ARIE Prometheus F ] 5% o A% ZR G0 FH Y A
1, remote_write 5 remote_read, ¥ #& #1 2| InfluxDB,
e AR AR RE AL,

(1) BEE Prometheus.

remote_write:

-url:
"http://localhost:8086/api/v1/prom/write?db=prometheus"

remote_read:

-url: "http://localhost:8086/api/v1/prom/read?db=prometheus"

(2) IHiF influxdb 2B EHIEE N,

11

1641106626138000000 prometheus_http_requests_total
1641106626138000000 prometheus_http_requests_total

1641106626138000000 prometheus_http_requests_total
16;1106626138000000 prometheus_http_requests_total
>

1641106626138000000 prometheus_http_requests_total

7 Influx DB 727E Prometheus ¥ #F
3. 3 HEBERIWELIN

N T #F Promthues HIMRSS AT HIME, A RG0HE
P> Promthus Server. iXFEf#ER | Prometheus &= Al
frim) @, {H&2& Alertmanager H BIATIPAATAE 5. i e X
Kil¥l, 24 Alertmanager R R3S, FEMIEEEMAE
A EB Rk, AT ATR ZESEHL Alertmanager [ HA.
KRG )58 £ £ Alertmanager , {H & K N £ 4
Alertmanager Z A FFRAMEEIE, rblafhER
HRIEMA . N T fREJGXAN @, Alertmanager 5l
A T Gossip #Lifill, Gossip SEEL T 24> Alertmanager [1]
PG BIHLE, 262 NS BB ACRNHE S EEE,
R NS EE A KIEL Receiver. HEEMEMT
F7R o

grafana
InfluxDB

haproxy

8 Alertmanager =] FHZR4E

(D & CHEZHN, AEEEE, £ HA 3
Fa Al b, ERTE B E AN B Alertmanager SE R
F1, 7E Prometheus-master 15 A B BC B W1 T Fros.

# Alertmanager configuration
alerting:
alertmanagers:
- static_configs:
- targets:
- 10.90.104.53:9093
- 10.90.104.53:9094

(2) BEALBC B AL A R S E N, T e T 8)
VAN, i, BRIIKHIRCR .

vi alertmanagers.yml
groups:
- name: DS_Monitor

rules: N
- alert: WAALAE 20 =
expr:
node filesystem_free bytes{mountpoint !~".*pod.*" fstype=~"ext.
*xfs"})*100/
(node_filesystem_avail bytes{mountpoint !~".*pod.*" fstype=~"e
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xt.¥|xfs"}+
(nod;:_ﬁlesystem_size_bytes {mountpoint !~".*pod.*" fstype=~"ex
t.¥|xfs"
nolde ﬁ}lesystem free_bytes {mountpoint !~" . *pod.*" fstype=~"ext.
*xfs"})), 0.1) > 40

for: 10s

labels:

severity:
annotations:

summary: "RLELHEH R "
description: "X g [{{ $labels.mountpoint }} 1 fi
KT 97%, 470 [{{ Svalue }}%]1 "

(3) Prometheus web T2 [ 46 4F

v BER{EFRRISE (0 active)

name:
expr: round((node_filesystem_size_bytes
for: 1@s
labels:

severity:
annotations
[{{ $value }}%]

description: [{{ $labels.mountpoint }}] fli/l|$ K J-97%,

summary

ﬁq_z JE

(4) WeE Alertmanager SEIUAT4T 5%, X4
TR AT o R BhETET 401 dingtalk, 12508 3hHCE ST
R FR .

templates:
- templates/host-dingtalk.tmpl
targets:
webhook1:
url:
https://oapi.dingtalk.com/robot/send?access_token=494df46bc2a2a
471¢c2af9b7f95bae1a497ab95d5db00dc79fdf93f4cdd07206d
secret:
SECd80{20ab84bd3d5b13b678914ba50b1285307307b65e3ba5748
a5a62ff2575f0
message:
text: '{{ template "host.to.message" . }}'

(5) & LB, WTRPR.

{{ define "host.to.message" }}
- 1f§t (len .Alerts.Firing) 0 -}}

& 9 Prometheus web T

**"" S H: [{{ Alerts |len }} ] **

{{- range Sindex, $alert := .Alerts -}}

skokoskosk

.

o gl S ek {{ Salert.Labels.alertname }}

Sl G | i
H $alert Labels.device }}

{{ $alert.Labels.instance }}
B S
{{ $alert Annotatlons message }} {{ $alert.Annotations.description

wk gL b R I [E] e {{ (Salert.StartsAt.Add
2880069) Format "2006-01-02 15:04:05" 3

sekoksk

(6) 1BEERE Alertmanager B0 B SCHF, Fdiaiz A\
ETETHLES NFE O, W R TR,

global:
resolve_timeout: Sm
templates:
- 'fusr/local/alertmanager/*.tmp!'

# B4

route:
receiver: 'host'
group_wait: 1s
repeat_interval: 1m
group_by: ['instance']
routes:
- match_re:
service: 'node’'
receiver: 'host'
#H FMCERE SOE N ALK GA RS
receivers:
- name: 'host'
webhook configs:
-url: 'http://localhost: 8060/dmgtalk/webhook1/send
send_resolved: true

(7)) FIhHKIRIE IE Altermanager ) A1 Fil A2 i
%, A EER T DLIE 4 A IR 5B JE B Y
FHFEEZE B R RKIE—IR. U1E Al 4‘|JTT BEERE
HEERET, A2 BRSO 5 E S %E R HAFIRE,
HE RO, PN RS T R AL Tﬁﬁ#&%o
HEEFERBW TR,

BIEEE|S8: 4]

WRR: HREERTS
mnzm. 10.90.1 04.62.9100 /dev/sda1
EWIEW: H XS [/boot] EEEATIT%, M4B0E
[31.9%])
SERAAYE: 2022-01-03 15:50:38

10 §TETHZRG
YRR AT AR AL B SEEY
(1) Garfana 7EAIE S —NAT AL LCR B 2 A,
5 BN N Prometheus BUHEJR . K £ 82\ grafana, ]

WAL B 7R node HIARZA, T EIfEH Grafana Btk
pid:11074 H ] CPU i R R R .

[103] : CPU{=RE=

3. 4

2022-07-30 00:03:15

0%
00:04 00:06 00:08 00:10 00:12 00:14 00:16 00:18

— RBrEE= 0.13% 0.87% 0.24% 0.33%
ESEREE 0% 0.80% 0.12% 0.07%
— BERIOEA= 0% 0.07% 0.00% 0%

B 11 node 5% CPU 7R
(2) f#H jmx_exporter K Zookeeper $8FrET
O FEHBEEBEDH, 7£ zk FERE KRR
A E .
# https://prometheus.io Metrics Exporter

metricsProvider.className=org.apache.zookeeper.metrics.pro
metheus.PrometheusMetricsProvider
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metricsProvider.httpPort=7000
metricsProvider.exportJvmInfo=true
4lw.commands.whitelist="*

@ 4R jmx_exporter ] Prometheus i 45 %ifi »
Prometheus Ui (170 & 41 F Ffis o

cat prometheus.yml
- job_name: 'zk'
file sd configs:
- files:
- 'fusr/local/prometheus/config/zk.json'
refresh_interval: 5s

@ zkjson HIECE R B TR,
"labels": {
"job": ”Zk"
"target’s":
["10.90.104.53:7000","10.90.104.54:7000","10.90.104.55:7000"]
}
] —
@ /3 Prometheus, Prometheus ui /8%
—™ zookeeper targets A up IR .
prometheus (1/1 up) S
Endpoint State
http://localhost:9090/metrics m
zookeeper (1/1 up) EEERS
12 Prometheus 3XEE Zookeeper
® #HiEd grafana #H4T H @ SR AT AR
(AN

10.90.104.54:7000 (Leader)

10.90.104.53:7000 (Follower) |

10.90.104.55:7000 (Follower) |

pend
L L ] O

ZK ST

13 Grafana B7x Zookeeper IR7S
® FOFEFRINFR 1 PR,
& 1 Zookeeper #ZiEFRIEER

febr 4 TRPR LA
num alive connections TR
outstanding requests HERRTE R AL
pending syncs FHZE 11 sync #

1E

avg latency P45 )97 FE IR
open file descriptor count FTIF AR T HL
max file descriptor count i R H ik 77

13

5
RLE S

up {instance="". *7000. *"}

Hrh, namenode. datanode- hdfs. resourcemanager-
nodemanager. yarn %5 Ji A% $5)72 DA jmx_exporter 31T
KA. FH—" dashboard H kil i HAR Y I sl
IFZ O FEa bR, FEFIE dashboard W E N grafana [
Home, HPKBFRARMIE . WK 14 Fis.

14 Grafana BRSIEXRER
4 ZERIE

1% Z 4t 3 Prometheus A Grafana # i, Prometheus
FH Y Grafana 456 H TREMTTHLL. fTERFTF K
ZHI, BT RETFER. BRIFAMS, 7L
S LA R B4R, A BRORUE 0] /A B vk, PRAIE
FERBE . HZRGWBTER T RN TR £ 5
SR F, IR T RS B — A R A DA
FARFEARMAEH, A3 AR HE R B R KR
2, BRIV IER:, MRARFEG RIM
AT PRI T R . X R R AL

(1) Prometheus, #2120 4E £ BB R
AT, IR R R RS 2 MR, A
B RYEE R I, JFR ML 7 PromQL A
W, R4 T HTTP i, nfLii @y
Grafana 58 GUI ZHF45& WonEd .

(2) Grafana & —/ F T AT AL KRR N 2 55040 1) IR
FEF . B T 5RO XLHER 7 V2R A g . D YA
ILEHAE . AR BT K B A R bR B IR B £ s -
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