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Abstract—An enterprise information security alert system based on big data technology is built by using Prometheus
open source monitoring solution, Grafana visualization tool and Ruixiang cloud platform with custom alarm
service.Based on the capabilities provided by Prometheus, the capabilities of Prometheus component creation,
collection task generation and alarm task generation are completed through the synchronous update of configuration
information, and the data visualization display is realized by integrating the PromQL data query function of
Prometheu with Ganfana. Through the integration of Ganfana and Ruixiang cloud platform, custom alarm notification

is achieved.
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