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Abstract—Aiming at the current security problems for information collection equipment of Internet of Things, a
security model of information acquisition system based on national commercial cryptography algorithm was proposed,
the secure communication protocol of information acquisition was designed, and the security of the protocol was
analyzed. By using GMSSL tool, SM2/SM3/SM4 and other national commercial cipher algorithm, CA authentication,
digital signature, signature verification, key management, secure cryptographic protocol construction, MySQL database
backup technology, Shell script language, the cryptography application scheme and functional architecture of the secure
model was designed. The test results show that the security model can prevent intrusion and protect the confidentiality
and integrity of important data in the process of transmission and storage. The security of the model is up to the

difficulty level of elliptic curve discrete logarithm.
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