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Abstract—Aiming at the secure problems in transaction business of online banking, the risk of security faced with online
banking was analyzed. According to the requirement of cipher security application of online banking, the framework
model of transaction business of online banking system based on cipher technology was designed. From the functional
and non-functional analysis of the online banking system transfer business needs, using the password algorithm, key
management technology, digital signature technology, the transfer cryptography application protocol of online banking
system transfer business was designed, and the security of the protocol was analyzed. The test results of the online
banking system model show that the online bank transfer business model based on cryptography technology realizes the
functions of identity authentication of the user and the server, automatic encryption of transfer information, digital
signature of transfer information, digital signature verification of transfer information, etc., The security reaches the
difficulty level of calculating the discrete logarithm of elliptic curve and achieves the design goal.
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[root@localhost transferAl# ls ~
dsm4 transfersm3 transfersm3sm2.sig transfersm4.sms4

B & [root@localhost transferA]# mkdir mysql

BIR serv.. [root@localhost transferAl# 1s

=il =35 dsmd mysql transfersm3 transfersm3sm2.sig transfersm4.sms4

8 192 [root@localhost transferA]# cd

77 [root@localhost ~1# gmssl sms4 -e -in transferA/dsm4 -out transferA/mysq

w0 22 1/endsm4 -pass pass:hellol23

v SSH [root@localhost ~]# cat transferA/mysql/endsmd

BrE oot Salted  *PMO--c&Z>w4JAZKZOZHR\ [ root@localhost ~1# [| .

ssh://root®192.168.131.128:22 SSH2 xterm "72x10 1©.1053 2248 CAP NUM
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. [root@localhost ~1# cat sign/transfersmd.smsd a
ol prEsE Salted_ *"7G»AYEDU»Wj i BF ~2cZs [root@localhost ~]#
YN [root@localhost ~]# cat sign/transfersm3

H i transfersm3 transfersm3sm2.sig

-9 clienttow-1 [ oorglocalhost ~1# cat sign/transfersm3

148 server one-1 SM3(sign/transfer.txt)= cfdee78dlefdbfce9fc08a46d7b4553f23fc165d034e3c92
fa8081d14e4f0358

[root@localhost ~]# cat sign/transfersm3sm2.sig

BE y8 y[root@localhost ~]#
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server one-1/8f%

[root@localhost ~1# 1s receive/ A
Py & crtsm2.sig one pubkey2.pubkey read.txt sm2.sig
newclient.crt pubkey2.pem pubkey.pem session test
EFR Serv.. [root@localhost ~1# gmssl dgst -sm3 -verify receive/pubkey2.pem -signatu
E=id) =% re transferA/transfersm3sm2.sig
) 192... ¢ ) ) )
- [root@localhost ~1# gmssl dgst -sm3 -verify receive/pubkey2.pem -signatu
i 22 re transferA/transfersm3sm2.sig transferA/dsm4
i SSH  verified 0K
BFE root  [root@localhost ~J# [] Y

ssh://root@192.168.131.128:22 SSH2 xterm T 72x10 11021 2&4F CAP NUM
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